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AUDIT COMMITTEE MINUTES 2 MARCH 2021

MINUTES OF CITY OF VINCENT
AUDIT COMMITTEE
HELD AS E-MEETING AND AT THE

ADMINISTRATION AND CIVIC CENTRE
244 VINCENT STREET, LEEDERVILLE
ON TUESDAY, 2 MARCH 2021 AT 1PM

PRESENT: Mr Conley Manifis Independent External Member (Chair)
Cr Joshua Topelberg South Ward
Cr Dan Loden North Ward (left at 2pm)
Cr Ashley Wallace South Ward
Mr Robert Piper Independent External Member
Cr Susan Gontaszewski South Ward
Mr Aaron Smith Independent External Member
IN ATTENDANCE: David MacLennan Chief Executive Officer
Vanisha Govender Executive Manager Financial Services
Andrew Murphy Executive Director Infrastructure and
Environment
Meluka Bancroft Executive Manager Corporate Strategy &
Governance
Jeremy Chalmers Procurement and Contracts Officer (For
Item 5.3)
Wendy Barnard Council Liaison Officer
1 INTRODUCTION AND WELCOME

The Presiding Member, Conley Manifis, declared the meeting open at 1.00pm and read the following
Acknowledgement of Country statement:

“The City of Vincent would like to acknowledge the Traditional Owners of the land, the Whadjuk people of the
Noongar nation and pay our respects to Elders past, present and emerging”.

2 APOLOGIES / MEMBERS ON APPROVED LEAVE OF ABSENCE

Cr Loden — Apology from Item 5.3 (left at 2pm)

3 DECLARATIONS OF INTEREST

Conley Manifis declared an impartiality interest. The extent of his interest is that his company is contracted
by the Office of the Auditor General to complete external audits.

4 CONFIRMATION OF MINUTES

COMMITTEE DECISION

Moved: Cr Gontaszewski, Seconded: Cr Wallace
That the minutes of the Audit Committee held on 1 December 2020 be confirmed.

CARRIED UNANIMOUSLY (7-0)

For: Mr Manifis, Cr Topelberg, Cr Loden, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith

Against: Nil
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5 BUSINESS ARISING

5.1 LOCAL GOVERNMENT STATUTORY COMPLIANCE AUDIT RETURN
Attachments: 1. City of Vincent Compliance Audit Return 2020
RECOMMENDATION:

That the Audit Committee RECOMMENDS that Council adopts the Local Government Statutory
Compliance Audit Return for the period 1 January 2020 to 31 December 2020, noting the two areas of
non-compliance and explanation for this non-compliance.

COMMITTEE DECISION ITEM 5.1

Moved: Cr Wallace, Seconded: Mr Smith
That the recommendation be adopted.

CARRIED UNANIMOUSLY (7-0)

For: Mr Manifis, Cr Topelberg, Cr Loden, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil
NOTE: Minor amendments to responses in the Compliance Audit Return will be made prior to

presenting the Compliance Audit Return to Council for approval.
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Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

@ Department of

& N

}. Local Government, Sport
L.\ and Cultural Industries

GOVERNMENT OF
WESTERN AUSTRALIA

Vincent - Compliance Audit Return 2020

Certified Copy of Return

Please submit a signed copy to the Director General of the Department of Local Government, Sport and Cultural Industries
together with a copy of the relevant minutes.

Commercial Enterprises by Local Governments
No Reference Question Response Comments Respondent
1 s3.59(2)(a) F&G Has the local government prepared a N/A No major undertakings  Senior Land and
Regs 7,9,10 business plan for each major trading were undertaken in Legal Advisor
undertaking that was not exempt in 2020.
20207
2 53.59(2)(b) F&G Has the local government prepared a N/A No major land Senior Land and
Regs 7,8,10 business plan for each major land transactions for a total  Legal Advisor
transaction that was not exempt in value of $6m or more.
2020?
3 53.59(2)(c) F&G Has the local government prepared a Yes As above. Senior Land and
Regs 7,8,10 business plan before entering into each Legal Advisor
land transaction that was preparatory
to entry into a major land transaction
in 20207
4 s3.59(4) Has the local government complied N/A As above. Senior Land and
with public notice and publishing Legal Advisor
requirements for each proposal to
commence a major trading
undertaking or enter into a major land
transaction or a land transaction that is
preparatory to a major land
transaction for 20207
5 s3.59(5) During 2020, did the council resolve to N/A As above. Senior Land and
proceed with each major land Legal Advisor
transaction or trading undertaking by
absolute majority?
Delegation of Power/Duty
No Reference Question Response Comments Respondent
1 s5.16 Were all delegations to committees Yes Delegation to the COVID Governance
resolved by absolute majority? Relief and Response Projects Officer
Committee was resolved
by AMV at the Special
Council Meeting
30/03/2020 Ttem 7.2.
Ref D20/54046
2 s5.16 Were all delegations to committees in Yes See Register of Governance
writing? Delegations, Projects Officer
Authorisations &
Appointments & Special
Council minutes
30/03/2020 - both
available the City's
website
Ref
D20/5404680D
20/106872

10f16
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Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

@ Department of

!

}. Local Government, Sport
L.\ and Cultural Industries

GOVERNMENT OF
WESTERN AUSTRALIA

delegations made under Division 4 of
the Act to the CEO and to employees?

No Reference Question Response Comments Respondent
3 s5.17 Were all delegations to committees Yes See Register of Governance
within the limits specified in section Delegations, Projects Officer
5.17? Authorisations &
Appointments & Special
Council minutes
30/03/2020 - both
available the City's
website
Ref
D20/5404680D
20/106872
4 5518 Were all delegations to committees Yes Register of Delegations, Governance
recorded in a register of delegations? Authorisations and Projects Officer
Appointments is
available as a public
document on the City’'s
website. (also ref
D20/106872)
5 5518 Has council reviewed delegations to its Yes Annual review Governance
committees in the 2019/2020 financial undertaken by Council  Projects Officer
year? see minutes of OMC - 16
June 2020 Item 12.1 -
D20/105165
6 s5.42(1) & s5.43  Did the powers and duties delegated to Yes See Register of Governance
Admin Reg 18G the CEO exclude those listed in section Delegations, Projects Officer
5.43 of the Act? Authorisations and
Appointments is
available as a public
document on the City's
website. (also ref
D20/106872)
7 s5.42(1) Were all delegations to the CEO Yes see minutes of OMC - 16 Governance
resolved by an absolute majority? June 2020 Item 12.1 -  Projects Officer
D20/105165
8  s5.42(2) Were all delegations to the CEO in Yes Provided in the Register Governance
writing? of Delegations, Projects Officer
Authorisations and
Appointments
9 s5.44(2) Were all delegations by the CEO to any Yes Provided in the Register Governance
employee in writing? of Delegations, Projects Officer
Authorisations and
Appointments & SC279
10 s5.16(3)(b) & Were all decisions by the council to Yes Naoted in revisions of the Governance
55.45(1)(b) amend or revoke a delegation made by Register of Delegations, Projects Officer
absolute majority? Authorisations and
Appointments
11  s5.46(1) Has the CEO kept a register of all Yes The Register of Governance

Delegations,
Authorisations and
Appointments is
available as a public
document on the City's
website. (also ref
D20/106872)

Projects Officer

20f16
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Page 6



AUDIT COMMITTEE MINUTES

2 MARCH 2021

Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

Department of

Local Government, Sport

)ik}
L.\ and Cultural Industries

GOVERNMENT OF
WESTERN AUSTRALIA

return, did the CEQ, or the
mayor/president, give written
acknowledgment of having received
the return?

Interest - Primary and
Annual Returns -
D20/130156.

No Reference Question Response Comments Respondent

12 s5.46(2) Were all delegations made under Yes Annual review Governance
Division 4 of the Act reviewed by the undertaken by Projects Officer
delegator at least once during the administration
2019/2020 financial year? 23/04/2020

(D20/73371) proposed
amendments
recommended to Council
16/06/2020
13 s5.46(3) Admin Did all persons exercising a delegated Yes Compliance checks Council Liaison
Reg 19 power or duty under the Act keep, on conducted: Officer
all occasions, a written record in Senior Shift Ranger -
accordance with Admin Reg 19? Delegation Item 2.2.5
Towed vehicle
spreadsheet D15/56284.
Senior Rates Officer -
Delegation 2.2.24
Recovery or services
charges - stored in
customer portals
Disclosure of Interest
No  Reference Question Response Comments Respondent

1 s5.67 Where a council member disclosed an Yes All disclosures are Council Liaison
interest in a matter and did not have registered in the Officer
participation approval under sections Register of Interests
5.68 or 5.69, did the council member Disclosed at Council
ensure that they did not remain Meetings (D16/43908) -
present to participate in discussion or available on the City’s
decision making relating to the matter? website.

2 55.68(2) & s5.69  Were all decisions regarding Yes Recorded in OMC Council Liaison

(5) Admin Reg 21A participation approval, including the minutes on 17 March Officer
extent of participation allowed and, 2020 and 16 June 2020
where relevant, the information and the Register of
required by Admin Reg 21A, recorded Interests Disclosed at
in the minutes of the relevant council Council Meetings
or committee meeting? (D16/43908) - available
on the City's website.

3 s5.73 Were disclosures under section Yes Recorded in the relevant Council Liaison
sections 5.65, 5.70 or 5.71A(3) minutes and the Register Officer
recorded in the minutes of the meeting of Interests Disclosed at
at which the disclosures were made? Council Meetings

(D16/43908) - available
on the City’'s website.
4 5575 Admin Reg  Was a primary return in the prescribed Yes Register of Financial Governance
22, Form 2 form lodged by all relevant persons Interest - Primary and Projects Officer
within three months of their start day? Annual Returns -
D20/130156.
5 s5.76 Admin Reg  Was an annual return in the prescribed Yes Register of Financial Governance
23, Form 3 form ledged by all relevant persons by Interest - Primary and Projects Officer
31 August 20207 Annual Returns -
D20/130156.
& s5.77 On recelpt of a primary or annual Yes Register of Financial Governance

Projects Officer

3of16
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@ Department of

2 A

}. Local Government, Sport
L.\ and Cultural Industries

GOVERNMENT OF
WESTERN AUSTRALIA

Reg 11(6)

interest under Rules of Conduct Reg 11
(2) was the nature of the interest
recorded in the minutes?

which are online.

No Reference Question Response Comments Respondent
7  s5.88(1) & (2)(a) Did the CEO keep a register of financial Yes Register of Financial Governance
interests which contained the returns Interest - Primary and Projects Officer
lodged under sections 5.75 and 5.76? Annual Returns -
D20/130156.
8  s5.88(1) & (2)(b) Did the CEO keep a register of financial Yes Register of Interests Governance
Admin Reg 28 interests which contained a record of Disclosed at Council Projects Officer
disclosures made under sections 5.65, Meetings (D16/43908) -
5.70, 5.71 and 5.71A, in the form available on the City's
prescribed in Admin Reg 287 website
9  s5.88(3) When a person ceased to be a person Yes See D20/130156 Governance
required to lodge a return under Projects Officer
sections 5.75 and 5.76, did the CEQ
remove from the register all returns
relating to that person?
10 s5.88(4) Have all returns removed from the Yes 5C2692 Governance
register in accordance with section Projects Officer
5.88(3) been kept for a period of at
least five years after the person who
lodged the return(s) ceased to be a
person required to lodge a return?
11 s5.89A(1), (2) &  Did the CEO keep a register of gifts Yes Register in prescribed Council Liaison
(3) Admin Reg 28A which contained a record of disclosures Form 4 (r28) is available Officer
made under sections 5.87A and 5.87B, on the City’s website -
in the form prescribed in Admin Reg see Council registers.
28A7 D19/183319
12 s5.89A(5) & (5A)  Did the CEO publish an up-to-date Yes Register of Gifts - Council Liaison
version of the gift register on the local https://www.vincent.wa. Officer
government's website? gov.au/Profiles/vincent/A
ssets/ClientData/Council
_Registers/Register_of_
Gifts_-
_from_20_0October_201
9 -
_17_November_2020.pd
F
13 s5.89A(6) When a person ceases to be a person N/A All recipients have Council Liaison
who is required to make a disclosure remained in office. Officer
under section 5.87A or 5.87B, did the
CEO remove from the register all
records relating to that person?
14  s5.89A(7) Have copies of all records removed N/A See above Governance
from the register under section 5.89A Projects Officer
(6) been kept for a period of at least
five years after the person ceases to
be a person required to make a
disclosure?
15 Rules of Conduct ~ Where a council member had an Yes D16-43908 and on our  Council Liaison
Reg 11(1), (2) & interest that could, or could reasonably website - Officer
(4) be perceived to, adversely affect the https://www.vincent.wa.
impartiality of the person, did they gov.au/Profiles/vincent/A
disclose the interest in accordance with ssets/ClientData/Docum
Rules of Conduct Reg 11(2)? ents/Council/Agendas/2
021/D16_43908__Regist
er_of_Interests_disclose
d_at_Ordinary_and_Spe
cial_Council_Meetings_2
0_January_2021.pdf
16 Rules of Conduct  Where a council member disclosed an Yes Refer to the minutes Council Liaison

Officer

4 0f16
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Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

el

GOVERNMENT OF
WESTERN AUSTRALIA

Department of
Local Government, Sport
and Cultural Industries

of property other than by public
auction or tender, did it dispose of the
property in accordance with section
3.58(3) (unless section 3.58(5)
applies)?

No Reference Question Response Comments Respondent
17 s5.70(2) & (3) Where an employee had an interest in N/A If any potential conflicts Council Liaison
any matter in respect of which the of interests arose, they  Officer
employee provided advice or a report were not involved in the
directly to council or a committee, did report. The CEO
that person disclose the nature and declared conflicts of
extent of that interest when giving the interest, and he did not
advice or report? approve or review the
report. They are
recorded on the conflicts
of interest register
18 s5.71A &s5.71B  Where council applied to the Minister M/ A Not applicable Council Liaison
(5) to allow the CEO to provide advice or a Officer
report to which a disclosure under
s5.71A(1) relates, did the application
include details of the nature of the
interest disclosed and any other
information required by the Minister for
the purposes of the application?
19  s5.71B(6) & Was any decision made by the Minister N/A Not applicable Council Liaison
55.71B(7) under subsection 5.71B(6) recorded in Officer
the minutes of the council meeting at
which the decision was considered?
20 s5.103 Admin Regs Has the local government adopted a Yes https://www.vincent.wa. Council Liaison
34B & 34C code of conduct in accordance with gov.au/council/governan Officer
Admin Regs 34B and 34C to be ce/code-of-conduct.aspx
observed by council members,
committee members and employees?
21 Admin Reg 34B(5) Has the CEO kept a register of Yes Register of Gifts - Council Liaison
notifiable gifts in accordance with https://www.vincent.wa. Officer
Admin Reg 34B(5)? gov.au/Profiles/vincent/A
ssets/ClientData/Council
_Registers/Register_of_
Gifts_-
_from_20_0October_201
9 -
_17_November_2020.pd
f
Disposal of Property
No  Reference Question Response Comments Respondent
1 53.58(3) Where the local government disposed Yes Unless Regulation 30 of Senior Land and

the Local Government
(Functions and General)
Regulations 1996 applied
to exempt a disposition,
all property was
disposed of by public
auction or tender or in
accordance with s 3.58
(3) by providing local
public notice of the
disposition.

Legal Advisor

Sof16

Item 5.1- Attachment 1
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(@!}? Department of
}‘ Local Government, Sport
L. |

and Cultural Industries
GOVERNMENT OF
WESTERN AUSTRALIA

No Reference Question

Response

Comments Respondent

2 53.58(4)

property?

Where the local government disposed
of property under section 3.58(3), did
it provide details, as prescribed by
section 3.58(4), in the required local
public notice for each disposal of

No

City entered into 14 new Senior Land and
leases. 9 were exempt  Legal Advisor
dispositions pursuant to

reg 30 LG(F&G Regs).

Public notice was

provided 4 the four

leases that were not

exempt dispositions,

being:

* HISF/Beatty Park Cafe;

* Bethanie Group;

« Kidz Galore; and

* BP Physio.

The exempt dispositions
were:

* Swimming WA;

* Town Team Movement;
= Tennis West;

« Pride WA;

» Uni Cricket Club
(signage licence);

* Floreat Athena Football
Club;

« Wadjak Northside
Aboriginal Community
Group;

* 152 Joel Terrace -
drainage infrastructure
licence

« Chinta café - licence
for permanent umbrellas

The City did not provide
public notice of the
licence for a permanent
alfresco structure within
the Grosvenor road
reserve to Bonnie Brew
Pty Ltd, which was not
an exempt disposition.
This was due to a verbal
valuation indicating that
the market value was
below the $5,000
threshold specified in
regulation 30(2). A
detailed explanation has
been included in the
report to the City's Audit
Committee.

60of16

Item 5.1- Attachment 1
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Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

@ Department of

N

_2. Local Government, Sport
L.\ and Cultural Industries

GOVERNMENT OF
WESTERN AUSTRALIA

audit committee any powers or duties
under Part 7 of the Act, did it do so by
absolute majority?

Elections
No  Reference Question Response Comments Respondent
1 Elect Regs 30G(1) Did the CEO establish and maintain an Yes Electoral Gift Register Council Liaison
& (2) electoral gift register and ensure that 2019 D19/198715 Officer
all disclosure of gifts forms completed
by candidates and donors and received
by the CEO were placed on the
electoral gift register at the time of
receipt by the CEO and in a manner
that clearly identifies and distinguishes
the forms relating to each candidate?
2 Elect Regs 30G(3) Did the CEO remove any disclosure of Yes Gift declaration - Adina  Council Liaison
& (4) gifts forms relating to an unsuccessful Lieblich D19/143308 and Officer
candidate, or a successful candidate Gift declaration Joshua
that completed their term of cffice, O'Keefe D19/138105
from the electoral gift register, and
retain those forms separately for a
period of at least two years?
3 Elect Regs 30G(5) Did the CEO publish an up-to-date Yes D19/198715 -Electoral  Council Liaison
& (6) version of the electoral gift register on Gift Register - also on Officer
the local government's official website website
in accordance with Elect Reg 30G(6)? https://www.vincent.wa.
gov.au/council/council-
committees/local-
government-
elections/electoral-
aifts.aspx
Advertising period 19
April 2019 - 22 October
20169.
Finance
No Reference Question Response Comments Respondent
1 s7.1A Has the local government established Yes The auditor’s report was Council Liaison
an audit committee and appointed tabled at the 1 Officer
members by absolute majority in December 2020 Audit
accordance with section 7.1A of the Committee Meeting.
Act? The minutes of that
meeting were tabled at
the 15 December 2020
Ordinary Council
meeting.
2  s7.1B Where the council delegated to its N/A No powers have been Executive

delegated to the Audit ~ Manager Financial
Committee.. See Terms Services
of Reference
https://www.vincent.wa.
gov.au/Profiles/vincent/A
ssets/ClientData/Docum
ents/Council/Committee
s/Audit/D20_155335
__Audit_Committee_Ter
ms_of_Reference_-
_updated_clean_version
_for_OMC_on_15
_September_2020

_DOCX_4_.pdf

Tof16

Item 5.1- Attachment 1
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el

GOVERNMENT OF
WESTERN AUSTRALIA

Department of
Local Government, Sport
and Cultural Industries

CEO publish a copy of the report on
the local government's official website?

No Reference Question Response Comments Respondent

3 s7.3(1) & s7.6(3) Was the person or persons appointed N/A As per 57.3(1A) a local Wendy Barnard
by the local government to be its government cannot
auditor appointed by an absolute appoint a person to be
majority decision of council? its auditor from 28th

October 2017. As of this
date Local Government
Amendment (Auditing)
Act 2017 was
proclaimed, giving the
Auditor General the
mandate to audit
Western Australia’s 139
local governments and 9
regional councils. OAG is
directly auditing the City
since 2020 and prior to
this the City's audit has
been contracted out by
OAG to Moore Stephen.

4 57.3(3) Was the person(s) appointed by the Yes OAG is auditing the City Wendy Barnard
local government under s7.3(1) to be directly . They are
its auditor a registered company registered auditors.
auditor or an approved auditor?

5  s7.9(1) Was the auditor's report for the Yes Was presented to Executive
financial year ended 30 June 2020 Council on the 15th Manager Financial
received by the local government by December 2020. Services
31 December 20207

6 s7.12A(3) Where the local government Yes All audit queries have Council Liaison
determined that matters raised in the appropriate action items Officer
auditor’s report prepared under s7.9 and have been logged
(1) of the Act required action to be onto the City’'s audit log.
taken, did the local government ensure The log will be
that appropriate action was undertaken monitored and tracked
in respect of those matters? for Audit Committee.

7 s7.12A(4)(a) Where matters identified as significant Yes All significant items Council Liaison
were reported in the auditor’s report, have a detailed response Officer
did the local government prepare a of what action the City
report that stated what action the local will take.
government had taken or intended to
take with respect to each of those
matters?

8  s7.12A(4)(b) Where the local government was Yes The City's Audit report  Council Liaison
required to prepare a report under was issued on 8 Dec Officer
s.7.12A(4)(a), was a copy of the report 2020. A report on the
given to the Minister within three City's significant audit
months of the audit report being itemns together with
received by the local government? detailed action items will

be issued to the Minister
prior to 8 March 2021.

9  s7.12A(5) Within 14 days after the local Mo Will be published as Executive
government gave a report to the soon as the report is Manager Financial
Minister under s7.12A(4)(b), did the issued to the Minister.  Services

Refer to question 8.

8of16
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_2. Local Government, Sport
L.\ and Cultural Industries
GOVERNMENT OF

WESTERN AUSTRALIA

No Reference Question Response Comments Respondent

10 Audit Reg 7 Did the agreement between the local Yes A detailed scope of Executive
government and its auditor include the works was provided by  Manager Financial
objectives and scope of the audit, a OAG. Services
plan for the audit, details of the
remuneration and expenses paid to the
auditor, and the method to be used by
the local government to communicate
with the auditor?

11 Audit Reg 10(1) Was the auditor's report for the Yes The auditor's report was Executive
financial year ending 30 June received tabled at the 1 Manager Financial
by the local government within 30 days December 2020 Audit Services
of completion of the audit? Committee Meeting.

The minutes of that
meeting were tabled at
the 15 December 2020
Ordinary Council
meeting.
Integrated Planning and Reporting
No  Reference Question Response Comments Respondent

1 Admin Reg 19C Has the local government adopted by Yes Item 13.1 16 October Council Liaison
absolute majority a strategic 2018 Ordinary Council Officer
community plan? Meeting
If Yes, please provide the adoption http://vincent.infocounci
date or the date of the most recent |.biz/Open/2018/10/C0O_
review in the Comments section? 20181016_MIN_3134

.PDF
Carried unanimously by
absolute majority.
2 Admin Reg 19DA  Has the local government adopted by Yes Item 12.1 15 September Council Liaison
(1) & (4) absolute majority a corporate business 2020 Ordinary Council Officer
plan? Meeting
If Yes, please provide the adoption https://www.vincent.wa.
date or the date of the most recent gov.au/Profiles/vincent/A
review in the Comments section? ssets/ClientData/Docum
ents/Council/Agendas/
2020
JOrdinary_Council_Meeti
ng_Minutes_15
_September_2020
_FINAL_signed.pdf
Carried unanimously by
absolute majority.
3 Admin Reg 19DA  Does the corporate business plan Yes Corporate Business Plan  Council Liaison

(2) &(3)

CQI‘I"I[:ZOH-r with the requirements of Admin
Reg 19DA(2) & (3)7

is for 2020/21 - 2023/24 Officer
- on our website,
https://www.vincent.wa.
gov.au/documents/1541
/corporate-business-
plan-202021-202324

dof16
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GOVERNMENT OF
WESTERN AUSTRALIA

Department of
Local Government, Sport
and Cultural Industries

Local Government Employees
No  Reference Question Response Comments Respondent

1 Admin Reg 18C Did the local government approve a N/A The CEO was not Executive
process to be used for the selection appointed in this Manager Human
and appointment of the CED before the financial year. Resources
position of CEQ was advertised?

2 s5.36(4) & s5.37  Were all CEO and/or senior employee Yes Executive Director Executive

(3) Admin Reg vacancies advertised in accordance Community & Business  Manager Human
18A with Admin Reg 18A? Services was apponted  Resources

in 2020 in accordance

with Admin Reg 18A.

3 Admin Reg 18E Was all information provided in N/A The CEO was not Executive
applications for the position of CEQ appeinted in this Manager Human
true and accurate? financial year. Resources

4 Admin Reg 18F Was the remuneration and other N/A The CEO was not Executive
benefits paid to a CEO on appointment appointed in this Manager Human
the same remuneration and benefits financial year. Resources
advertised for the position under
section 5.36(4)?

5 s5.37(2) Did the CEOQ inform council of each Yes Yes. Executive
proposal to employ or dismiss senior http://vincent.infocounci Manager Human
employee? |.biz/Open/2019/12/C0O_ Resources

20191210_MIN_4226
_AT.PDF

6  s5.37(2) Where council rejected a CEO's N/A The proposal was Executive
recommendation to employ or dismiss approved unanimously  Manager Human
a senior employee, did it inform the by Council, see link Resources
CEO of the reasons for doing so? above,

100f 16
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Official Conduct

appropriateness and effectiveness of
the local government’s systems and
procedures in relation to risk
management, internal control and
legislative compliance in accordance
with Audit Reg 17 within the three
years prior to 31 December 20207

If yes, please provide date of council's
resolution to accept the report,

No  Reference Question Response Comments Respondent

1 s5.120 Has the local government designated a N/A 16 February 2021 Council Liaison
senior employee as defined by section Ordinary Council Officer
5.37 to be its complaints officer? Meeting.

https://www.vincent.wa.
gov.au/council/council-
committees/council-
meetings/past-and-
upcoming-
meetings/2021-
meetings.aspx

2 55.121(1) Has the complaints officer for the local Yes https://www.vincent.wa. Council Liaison
government maintained a register of gov.au/council/governan Officer
complaints which records all ce/accountability-
complaints that resulted in a finding governance/publicly-
under section 5.110(2)(a)? available-council-

registers.aspx

3 s5.121(2) Does the complaints register include all Yes Council Liaison
information required by section 5.121 Officer
(2)?

4 55.121(3) Has the CEO published an up-to-date N/A https://www.vincent.wa. Council Liaison
version of the register of the gov.au/council/governan Officer
complaints on the local government's ce/accountability-
official website? governance/publicly-

available-council-
registers.aspx
Optional Questions
No Reference Question Response Comments Respondent
1 Financial Did the CEO review the Yes The City engaged Governance
Management Reg 5 appropriateness and effectiveness of Stanton’s International  Projects Officer
(2)(c) the local government's financial to perform this review
management systems and procedures between February 2020
in accordance with Financial and June 2020
Management Reg 5(2)(c) within the
three years prior to 31 December
20207
If yes, please provide the date of
council’s resolution to accept the
report.
2 Audit Reg 17 Did the CEO review the Yes Refer Item 5.2 of the Governance

Audit Committee
Minutes 20 March 2018

Projects Officer

11 0f16
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No Reference Question Response Comments Respondent

3 s5.87C(2) Where a disclosure was made under N/A The were no gifts Governance
sections 5.87A or 5.87B, was the received owver $300. It  Projects Officer
disclosure made within 10 days after is the City’'s position that
receipt of the gift? any gift received valued

above $50 is disclosed
and included in the
City's Register of Gifts.
The register is published
to the City's website.

4 s5.87C Where a disclosure was made under N/A The were no gifts Governance
sections 5.87A or 5.87B, did the received over $300, All  Projects Officer
disclosure include the information gift received valued
required by section 5.87C? above $50 are disclosed

and include the
information required
under section 5.87C.

5  s5.90A(2) Did the local government prepare and No Council resolved on 17  Governance
adopt by absolute majority a policy MNovember 2020 (Item Projects Officer
dealing with the attendance of council 12.6) to invite public
members and the CEO at events? comment an the

proposed new Policy.
Public consultation
closed on 15 February
2021. The outcome of
advertising will be
presented to Council in
March 2021.

6  5.5.90A(5) Did the CEO publish an up-to-date No See comments above,  Governance
version of the attendance at events Projects Officer
policy on the local government’s official
website?

7 s5.96A(1), (2), (3) Did the CEO publish information on the Yes Available on the City's Governance

B (4) local government's website in website Projects Officer
accordance with sections 5.96A(1),
(2), (3), and (4)?

8  s5.128(1) Did the local government prepare and Yes Adopted by Council 16  Governance
adopt (by absolute majority) a policy in June 2020 ref Projects Officer
relation to the continuing professional D20/105102
development of council members?

9 55.127 Did the local government prepare a Yes Council at its meeting on Governance
report on the training completed by 28 July 2020 approved  Projects Officer
council members in the 2019/2020 publication of the
financial year and publish it on the Elected Member
local government’s official website by Professional
31 July 20207 Development Register.

This register includes
training completed in the
last financial year in
accordance with section
5.127

10 s6.4(3) By 30 September 2020, did the local Yes Submitted 28 September Governance
government submit to its auditor the 2020 Projects Officer
balanced accounts and annual financial
report for the year ending 30 June
20207

Tenders for Providing Goods and Services
No Reference Question Response Comments Respondent
12 0f 16
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the information supplied to tenderers,
was every reasonable step taken to
give each person who sought copies of
the tender documents or each
acceptable tenderer notice of the
variation?

No Reference Question Response Comments Respondent
1 F&G Reg 11A(1) & Does the local government have a Yes The City of Vincent has a Procurement and
(3) current purchasing policy that complies Purchasing Palicy that Contracts Officer
with F&G Reg 11A(3) in relation to complies with Regulation
contracts for other persons to supply 11A(3).The City has
goods or services where the recently reviewed and
consideration under the contract is, or updated its Purchasing
is expected to be, $250,000 or less or Policy. The Policy can be
worth $250,000 or less? found at the following
link:
https://www.vincent.wa.
gov.au/documents/641
/purchasing-policy

2  F&G Reg 11A(1) Did the local government comply with Yes The City complied with  Procurement and
its current purchasing policy in relation it's previous and current Contracts Officer
to the supply of goods or services Purchasing Policy for all
where the consideration under the procurements $250,000
contract was, or was expected to be, or less.
$250,000 or less or worth $250,000 or
less?

3 s3.57 F&G Reg 11 Subject to F&G Reg 11(2), did the local Yes All procurements worth  Procurement and
government invite tenders for all above $250,000 were Contracts Officer
contracts for the supply of goods or publically invited as per
services where the consideration under Regulation 11(1).
the contract was, or was expected to
be, worth more than the consideration
stated in F&G Reg 11(1)?

4 F&G Regs 11(1),  When regulations 11(1), 12(2) or 13 Yes All tenders were Procurement and

12(2), 13, & 14(1), required tenders to be publicly invited, advertised in the West  Contracts Officer
(3), and (4) did the local government invite tenders Australian newspaper,

via Statewide public notice in Tenderlink and on the

accordance with F&G Reg 14(3) and City of Vincent website.

(4)?

5 F&G Reg 12 Did the local government comply with N/A The City did not split any Procurement and
F&G Reg 12 when deciding to enter contracts into 2 or more Contracts Officer
into multiple contracts rather than a contracts to avoid the
single contract? requirements of

regulation 11(1) is a
significant reason for not
dealing with the matter
in a single contract.
Jeremy Chalmers -
Procurement and
Contracts Officer.
6  FR&G Reg 14(5) If the local government sought to vary Yes Any variation of Pracurement and

information was Contracts Officer
distributed as an

addenda notice to all

Tenderers via Tenderlink

or emailed directly to

tenderers.

13 of 16

Item 5.1- Attachment 1

Page 17



AUDIT COMMITTEE MINUTES

2 MARCH 2021

Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

fe

.;t

GOVERNMENT OF
WESTERN AUSTRALIA

Department of
Local Government, Sport
and Cultural Industries

No Reference Question Response Comments Respondent

7 F&G Regs 15 & 16 Did the local government's procedure Yes All tenders were Procurement and
for receiving and opening tenders advertised for at least Contracts Officer
comply with the requirements of F&G 14 days or more as
Regs 15 and 167 required under

Regulation 15.

Two officers were
present when tenders
were opened. Due to
COVID-19 the City of
Vincent no longer
accepts hardcopy
tenders. Tenders can
only be submitted via
Tenderlink.

8 F&G Reg 17 Did the information recorded in the N/A All information recorded Procurement and
local government's tender register in the tender register Contracts Officer
comply with the requirements of F&G complied with Regulation
Reg 17 and did the CEO make the 17. The City's tender
tenders register available for public register is published on
inspection and publish it on the local the City’s official website
government’s official website? and is publically

available. The register is
saved in Content
Manager at D19/184737

9 F&G Reg 18(1) Did the local government reject any N/A All tender submissions Procurement and
tenders that were not submitted at the evaluated were Contracts Officer
place, and within the time, specified in submitted at the place
the invitation to tender? and within the time

specified in the tender.

10 F&G Reg 18(4) Were all tenders that were not rejected Yes All successful tenders Procurement and
assessed by the local government via a were evaluated by an Contracts Officer
written evaluation of the extent to evaluation panel and
which each tender satisfies the criteria evaluation reports were
for deciding which tender to accept? created and approved.

11  F&G Reg 19 Did the CEO give each tenderer written Yes The City does not have a Procurement and
notice containing particulars of the panel of pre-qualified Contracts Officer
successful tender or advising that no suppliers.
tender was accepted?

12 F&G Regs 21 & 22 Did the local government's advertising Yes The City does not have a Procurement and
and expression of interest processes panel of pre-qualified Contracts Officer
comply with the requirements of F&G suppliers.

Regs 21 and 227
13 F&GReg 23(1) &  Did the local government reject any Yes The City does not have a Procurement and
(2) expressions of interest that were not panel of pre-qualified Contracts Officer
submitted at the place, and within the suppliers.
time, specified in the notice or that
failed to comply with any other
requirement specified in the notice?

14 F&G Reg 23(3) Were all expressions of interest that N/A No regional price Procurement and
were not rejected assessed by the local preference was required Contracts Officer
government? or used for the

assessment of tenders.

15 F&G Reg 23(4) After the local government considered N/A The City did not release Procurement and
expressions of interest, did the CEO list any expressions of Contracts Officer
each person considered capable of interest.
satisfactorily supplying goods or
services as an acceptable tenderer?

14 of 16
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No Reference Question Response Comments Respondent

16 F&G Reg 24 Did the CEQ give each person who N/A The City did not release  Procurement and
submitted an expression of interest a any expressions of Contracts Officer
notice in writing of the outcome in interest.
accordance with F&G Reg 247

17 F&G Regs 24AD(2) Did the local government invite N/A The City does not have a Procurement and

& (4) and 24AE applicants for a panel of pre-qualified panel of pre-qualified Contracts Officer
suppliers via Statewide public notice in suppliers.
accordance with F&G Reg 24AD(4) and
24AE?

18 FA&G Reg 24AD(6) If the local government sought to vary /A The City does not have a Procurement and
the information supplied to the panel, panel of pre-qualified Contracts Officer
was every reasonable step taken to suppliers.
give each person who sought detailed
information about the proposed panel
or each person who submitted an
application notice of the variation?

19  F&G Reg 24AF Did the local government's procedure N/A The City does not have a Procurement and
for receiving and opening applications panel of pre-qualified Contracts Officer
to join a panel of pre-qualified suppliers.
suppliers comply with the requirements
of F&G Reg 16, as if the reference in
that regulation to a tender were a
reference to a pre-qualified supplier
panel application?

20 F&G Reg 24AG Did the information recorded in the N/A The City does not have a Procurement and
local government's tender register panel of pre-qualified Contracts Officer
about panels of pre-qualified suppliers suppliers.
comply with the requirements of F&G
Reg 24AG?

21 F&G Reg 24AH(1) Did the local government reject any Yes The City does not have a Procurement and
applications to join a panel of pre- panel of pre-qualified Contracts Officer
qualified suppliers that were not suppliers.
submitted at the place, and within the
time, specified in the invitation for
applications?

22  FA&G Reg 24AH(3) Were all applications that were not Yes The City does not have a Procurement and
rejected assessed by the local panel of pre-qualified Contracts Officer
government via a written evaluation of suppliers.
the extent to which each application
satisfies the criteria for deciding which
application to accept?

23 FBG Reg 24A1 Did the CEO send each applicant Yes The City does not have a Procurement and
written notice advising them of the panel of pre-qualified Contracts Officer
outcome of their application? suppliers.

24  FRG Regs 24E & Where the local government gave N/A No regional price Procurement and

24F regional price preference, did the local preference was required Contracts Officer
government comply with the or used for the
requirements of F&G Regs 24E and assessment of tenders.
24F?
150f 16
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I certify this Compliance Audit Return has been adopted by council at its meeting on

Signed Mayor/President, Vincent Signed CEQ, Vincent
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5.2 RISK ASSESSMENT OF AGEING SPORTING INFRASTRUCTURE ASSETS

Attachments: Nil

RECOMMENDATION:

That the Audit Committee RECEIVES the report on the risks associated with three ageing sporting

infrastructure assets being Leederville Oval Grandstand, Beatty Park Grandstand and Litis Stadium
Grandstand.

COMMITTEE DECISION ITEM 5.2

Moved: Cr Gontaszewski, Seconded: Cr Topelberg

That the recommendation be accepted.

AMENDMENT

Moved: Cr Topelberg, Seconded: Cr Gontaszewski

That arecommendation be amended to include the following additional resolution:

2. REQUESTS a further report at the 4 May 2021 Audit Committee meeting detailing the associated
non-structural risks relating to these three ageing sporting infrastructure assets, including
financial, reputational and strategic risks.

CARRIED UNANIMOUSLY (7-0)

For: Mr Manifis, Cr Topelberg, Cr Loden, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith

Against: Nil

COMMITTEE DECISION ITEM 5.2

That the Audit Committee:

1. RECEIVES the report on the risks associated with three ageing sporting infrastructure
assets being Leederville Oval Grandstand, Beatty Park Grandstand and Litis Stadium
Grandstand.

2. REQUESTS a further report at the 4 May 2021 Audit Committee meeting detailing the
associated non-structural risks relating to these three ageing sporting infrastructure
assets, including financial, reputational and strategic risks.

CARRIED UNANIMOUSLY (7-0)

For: Mr Manifis, Cr Topelberg, Cr Loden, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith

Against: Nil
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Cr Dan Loden left the meeting at 2.00pm.

The Procurement and Contracts Officer gave a presentation on the proposed Contracts Management
Framework.

5.3 CONTRACTS MANAGEMENT FRAMEWORK
Attachments: 1. Attachment 1 - Contracts Management Framework DRAFT §
RECOMMENDATION:

That the Audit Committee provide comments on the Draft Contract Management Framework.

COMMITTEE DECISION ITEM 5.3

Moved: Cr Gontaszewski, Seconded: Cr Wallace
That the recommendation be adopted.

CARRIED UNANIMOUSLY (6-0)

For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil

(Cr Loden was an apology for this item.)
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Contract Management Framework

Legislation / local law The City’s contract management processes are to be
requirements implemented in line with the objectives, principles and rules set
out in:

. Local Government Act 1995,

. Local Government (Financial Management) Regqulations 1996
. Local Government (Functions and General) Regulations 1996
. State Records Act 2000

Relevant delegations <<Insert any delegations that are relevant to the policy>>

R . . The City’s Procurement Framework

elated_p‘)“cy prOCEdu':es and . The City’s Purchasing Folicy

supporting documentation . The City’s Risk hManagement Policy

. The City’s Code of Conduct

. The City's Purchasing Limit Register

. The City’s Delegation Schedule

. The City’s Execution Policy

. The City’s Records Management Services Policy and Procedure
Manual.

In addition, the City's processes consider the findings within the Western

Australian Auditor General’s report ‘Local Government Contract

Extensions and Variations and Ministerial Notice’ (Report 20: 2019-20).

PURPOSE

This Contract Management F : ow the City of Vincent manages

Enable further benefits through ongoing performance reviews, service
improvements, supply chain improvements, innovation, etc.

* Reduce contractual risks through the robust contract management
practices

+ Maximise outcomes to end-users/customers by managing supplier
performance, maintaining quality, improving productivity and identifying
opportunities for improvement and innovation

Page | 1of 2 CM D20/84083
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This framework outlines the methods used by the City to manage contract risk and ensure probity,
transparency, accountability and value for money. In addition, these processes provide guidelines on
contract management, performance management (managing variations and Contractor non-performance)
and close out procedures.

Figure 1 — Contract Management Framework

Conftract

Management

Phase 1 — Confract
set-up

Phase 2 — Contract age contracts.
management
Phase 3 — Contract
close-out

n the contract management

have been completed.

tor and reports on contract performance and compliance

Recommended to be a representative within the business unit with the
relevant knowledge and skills in relation to the contract.

» Responsible for the overall management of this Framework and related
processes.

Page | 20of 2 CM D20/84083
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Contract Management Framework

» Perform administrative activities over the contract management lifecycle
Contract (e.g. information management, cost control, etc.)

administrator (CA)
* Recommended to be a representative from the procurement team

OBJECTIVE

The objective of the framework is to assist staff to effectively manage contracts with suppliers and
maximise the procurement benefits.

SCOPE

Classification of Contracts Based on Complexity — Value / Risk Matrix

The value/risk matrix methodology considers value and risk to help you determine the level of complexity
associated with a contract or group of contracts (helps with contract management). The level of complexity
is assessed as either:

* Routine Contracts (low value, low risk): Low value, low risk contracts. Usually transactional in
nature. A ‘light touch’ approach is recommended (i.e. doing the minimum).

* Leveraged (high value, low risk): These €ontracts can also be are high in value but low risk. These
can be classified as contracts which ‘cannot beiclassified as'strategic but have high value. A priority
for managing these contracts will be on how toleverage the value as much as possible (e.g.
monitoring spends, leakage, application'of rebates; volume,discounts etc.

e Focused Contracts (low value, high risk contracts or high value; low risk): These contracts generally
have a higher risk element compared to routine contracts and will require a contract management
plan, but judgment can be exercised as to which aspects of the contract require more focused
management. To elaborate further, the priority for managing contracts that are high risk will be to
focus on contract management activities that.will help minimise risk (e.g. closely monitoring
performancesagainst KPIs, regular reporting and meetings with the supplier etc. to pro-actively
address anyissues about contract performance).

«_ Strategic Contracts'(high value, high risk): Strategic contracts are high value and high risk to the
City,, These contracts require the 'most amount of rigour and attention to manage the contract.
Experienced Contract Managers should be allocated to these contracts and detailed contract
management plans are required

The way contracts‘are,managed will vary depending on their value, risk and complexity. Staff should
classify a contract as routine, leveraged, focused or strategic with the VRM to:

* help define the right approach to effectively manage a contract
* inform the activities and focus required to manage performance and achieve value for money

s help ensure that people with the right capability and experience are appointed to manage and
administer contracts and suppliers.

Classifying contracts based on their value and risk will help contract managers to identify the key activities
to focus on for a particular contract. The sourcing lead must complete a value/risk assessment to classify

Page | 3of 2 CM D20/84083
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Contract Management Framework P

the contract based on its value and risk/strategic importance for the City of Vincent. To use the VRM, staff
are required to answer set questions relating to a contract value and risk. The VRM will plot a point on VRM
based on the answers provided. INSERT LINK TO VRM

Figure 2 — Contract Classification — Value / Risk Matrix

400|

g 30|  LEVERAGED STRATEGIC

g RISK IMPACT

4 IMPACT Description

g 0] 0No Risk

= 1 |Low RISK

| |  ROUTINE FOCUSED 2| Vedium isk Impact can be ted
3 |significant ’g impact cost an ility
4|very High of happening

] 1 2 3 4 \
weememsesRISK IMPACT-=ere>

The following table summarises the key step : 2 anagement. It shows how the

approach to each step can vary, depending o 2] : i ified (based on value and risk)
as ‘routine’, ‘strategic’ or ‘leveraged/focused’ (s 3 g rther information about these
contract classifications).

- ----

Fin act management -
Set-up information Recommended
management structure

Conduct kick-off meeting Optional Recommended --
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Manage performance Recommended

™

Phase 2 Contract administration Recommended

Contract Manage complaints

management
Manage contract

extensions/renewal/variation

Phase 3 Final performance review Optional Recommended
Contract Lessons learned Optional Recommended Recommended Recommended
close-out

Contract close-out/transition

This value/risk approach to contract management reco
are high risk and high value require a lot more rigour, i an a routine
contract.

Phases 1 — Contract Setup

The contract set-up defines the plan, roles
the contract manager to agree upfront the ke
lifecycle.

ing a contract. This step allows
ivities of the contract during its

Phase 1 — Contract set up

'.

responsibilities for managing the contract

Why is contract set-up
important?

nding on its value and risks

ecessary activities for managing the

What does contract set- ract management plan

up deliver? mation management structure

ntract kick-off meeting

Lack of accountability on contract management activities
What are the risks if the
contract set-up is not
performed?

« Ineffective allocation of contract management resources to relevant
Contracts, without proper consideration of value and risk

» Failures on contract delivery due to poor planning

1.1 Documentation Required for Contract setup

Page | 50f 2 CM D20/84083
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Contract Management Framework

Step 1.1 Contract documents

Signed contract including the supplier proposal or quotation.
Health and safety requirements (summary where applicable) (electronic format sufficient)

Draft Contract management checklist / contract Management plan including details of:

» Contract classification based on value/risk

» Contract scope and objectives

» Expected deliverables and milestones

» Payment terms

* Insurance and securities provided

» KPIs and performance measures/service levels (where applicable)
« Variations Orders (where applicable)

Risk assessment (if previously conducted) (electronic format sufficient)
Contract implementation plan (if applicable) (electronic format sufficient)
Documentation confirming contract award (hard copy and electronic format)

Certificates of currency of insurances (eléctronie.format sufficient)

Any other documents (e.g. securities such as bank'guarantees etc.)(hard copy and electronic
format)

1.2 Contract Thresholds and«Contract Types

As a general rule, a contract should be'developed for all procurements with a total value over $50,000 or if
the services being provided have a medium to high level of risk. Following a Request for Quotation or
Request for Tender process,a contract template relevant te the goods and/or services being provided and
level of risk must be selected, drafted and executed'with the successful respondent / tenderer.

It is important to note that.the dollarwalue does not always have a direct relationship with the level of risk.
For example, a $50,000 contract for grounds maintenance carries more risk (such as injury or property
damage) then an $80,000 contract for theypurchase of library books.

The types of eontracts used by'the City include:
+ City of Vincent General Conditions of Contract templates (can be used for most services);

e Standards Australia‘General Conditions of Contract templates (can be used for most construction
services);

* WALGA short form contracts (only used when purchasing goods and/or services through WALGA);

e Common Use Arrangement contracts (only used when purchasing goods and/or services through
the WA Government's CUA); and

+ External supplier contracts such as licence agreements, service level agreements.

Page | 6of 2 CM D20/84083

Item 5.3- Attachment 1 Page 28



AUDIT COMMITTEE MINUTES 2 MARCH 2021

Contract Management Framework

Procurements with a total value $50,000 and under and have a low level of risk can be managed through a
general requisition process and Purchase Orders. A Purchase Order contains terms and conditions and is
considered a contract. However, a contract can be developed and executed if required.

1.3 Contract Management checklist (for use with Strategic contracts)

A contract management checklist contains key information about the contract. It is important to reflect in the
contract management checklist items such as:

* Detailed of the goods/services purchased under the contract and the objectives of both parties.
e |ssues raised by the supplier that were negotiated as part of the contract
e Performance review periods

* Any risks that were identified (relating to either the goodsiservices purchased or the supplier) that
need to be managed under the contract

e Any savings or benefits that are expected to befachieved under the contract that'need to be
monitored and managed.

The contract manager is responsible for finalising the checklist dufing the contract set-up step.

1.4 Kick-off meeting

Kick-off meetings are a good way to start a relationship with.a supplier. The contract manager should
organise the kick-off meeting as soon as practically possible after.the contract award. Some contracts (e.g.
routine contracts) don't warrantihaving a kick-off'meeting. Exercise judgment as to when a kick-off meeting
will be a worthwhile use of time, depending on the'contract.

The purpose of the meeéting is to:

* Ensure ‘everyone'is on the same pageiin.regardto the contract objectives and expectations of both
parties,

» Establish and agree communication, reporting, delegation of authorities, performance
measurement, oparational and commercial issues, and escalation pathways under the contract.

Phase 2 = Contract management

Contract management is the key step to manage the contract in order to successfully deliver the
goods/services at the agreed level and costs, to the agreed timeframe, with minimal risks.

Phase 2 — Contract management

» To effectively deliver contracted goods/services at agreed levels

Why is contract » To ensure ongeing contract compliance and performance

managem?ent » To maintain relationship with suppliers without formal mediation or
important? litigation
» To effectively deliver contracts at or under agreed costs/rates
Page | 7 of 2 CM D20/84083
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What does contract
management deliver?

What are the risks if the
contract management
is not performed?

Enables City of Vincent to enforce and fulfil the contractual
obligations of the supplier and buyer

« Correct reporting to key stakeholders

Mechanisms to establish changes to the contract and resolve
disputes

Disruption of supply of goods or services
Increasing disputes and contract issues

The City of Vincent may be exposed to potential claims

» Issues can be escalated to the wrong individuals and/or at the wrong

time placing an unnecessary burden on management
Reputational damage for City of Vincent and the supplier
Value for money is not‘maximised

Forecast savings are not realised

Contract management tools and templates

Contract performance review
meeting template

Risk register template

Checklist for contract
extensions/renewals

Contract review report

2.1 Manage performance

Support the contract manager to:conduct and document a
contract performance review meeting

Record and maintain a single repository for contract risks

Record.the value for money assessment of a contract extension
or renewal (suitable for routine contracts)

Record the analysis performed and recommendation to extend
or renew a contract, or transition to other suppliers

Implementation of performancé management activities is a key step for delivering the expected values from

the contract. The KPIs/SLAS to be measured in the contract should be identified at the sourcing step,

before the contract is signed. Both parties will need to agree what will be measured, how it will be
measured, who is responsible for tracking the performance and how frequently. This should be included in

the signed contract.

Examples of KPls

Quality Level of quality of the goods / services delivered

Page | 8 of 2
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Outputs Total output delivered by the supplier to deliver the
contract

Productivity Measures the output produced/delivered per unit of
input (e.g. number of services performed per
day/week)

Cost Total cost incurred to deliver a good/service

Savings Total savings delivered by the supplier to deliver the
contract

Responsiveness Lead-time to respond to requests

2.2 Monitoring performance

Evaluating supplier performance is important in orderto:
* Ensure suppliers deliver efficiently and effectively on the contract
* |dentify high-performing or low-performing.suppliers
s |dentify trends, issues or problems that ean be addressed the problem becomes significant; and
+ Ensure that benefits are being realised under the contract

Routine contracts Leveraged / Focused Strategic Contracts

contracts
Establish contract
reporting process _ _ _
Optional Required Required
+ Contract owner + Contract owner
Audience » Key users » Supplier » Supplier
» Supplier » Contract users » Contract users
» Required » Required
Frequency of formal Optional + 6 months or + Quarterly or every 6
review meetings annually months
Frequency of Recommended Recommended
informal meetings ) monthly or quarterly monthly or quarterly
As required (as required) (as required)

Performance monitoring tools should be specified in the solicitation and included in the contract. There are

different types of monitoring methods available, including but not limited to:
Page | 9of 2 CM D20/84083
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Desk Reviews — A desk review includes a review of reports submitted by a contractor to the
City. The Contract Manager should establish criteria for items that require reporting by the
contractor with the contracted supplier prior to goods or services being delivered. The Contracts
Officer if instructed by the Contract Manager can conduct the desk review.

Periodic Performance Reviews — Formal, face-to-face performance reviews should be scheduled at
appropriate intervals (e.g. semi-annually) by the Contracts Manager to assure that contractor’s
performance is discussed. These reviews should have an agenda that includes matters such as:
discussion of prior meeting actions, all identified risk areas, established. KPI information and
progress on these, opportunities for improvement and contract status‘or phase updates.

Site Visits — Relating to assets being maintained or otherwise affected by a contracted service.
These would include major inspections and tests to ensure working order.

2.3 Managing Unsatisfactory Performance

When a supplier's performance is unsatisfactory the Contract Manager needs to anticipate problems or
address them promptly as they arise.

Options for managing unsatisfactory performance:

Informal discussions — involving seniar management from beth parties participating in face-to-face
discussions or written communications. Addressing performance this way can avoid damaging the
relationship with the supplier by preventing the need to escalate,the issue.

Withholding payments — for non-delivery in. accordance with the terms of the contract.
Reducing payments/withholdingiincentives — as a result of failure to meet KPls/ SLAs.

Enacting damages (liquidated damages) — where the contract designates an applicable sum in the
instance of a certain breach, which can be applied to the payment regime.

Issue a default notice =whén a default eventioccurs. This includes the requirement for the supplier
to provide a plan identifying how it plans to resolve the issues, which is monitored by the Contract
Manager. If a 'default notice is,used it must be in accordance with the terms and conditions
stipulated in the Contract.

Using dispute resolution = methods such as negotiation, arbitration and mediation. These can be
facilitated by an external third party. If dispute resolution is used it must be in accordance with the
terms ‘andiconditions stipulated in the Contract.

Using ‘step-in" = where COV or an external supplier (s) takes temporary contract over the service
delivery until the supplier resolves significant or repeated problems or issues. This includes the
requirement for the supplier to provide a plan identifying how they plan to resolve the issues. This
continues to be monitored by the Contract Manager after the supplier has resumed service delivery.

Terminating the contract — this occurs in the instance of serious, repeated or significant breaches of
contract.

Initiating litigation — where legal action is initiated to have a dispute resolved in court.

Figure 2: Assessing Value/Risk of a Contract
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2.4 Contract Administration

The aim of Contract Administration is to fulfil the administrative activities relatingito the contract, so that the
contract runs smoothly and both parties meet the obligations ofthe contract. The process of Contract
Administration can range from general oversight for a routing contract through to significant Contract
Administration activity requiring dedicated resources for Strategic agreements.

Following award of the contract, the contract administratonmust issue 16 the supplier in writingyand keep in
the contract file all instructions (including amendments and variations), notices, approvals and
acknowledgements.

The Contract Administration is the joint responsibility of the contract management team as well as the
procurement and finance team. The contract spend should be monitared throughout the contract lifecycle:

Payment to suppliers should only be made:

* Following submission of & valid tax invoice'forgoods and/or services covered under the scope of
the contract. (The' contract management team to certify the correctness of invoice)

» Following receipt of.a correctly.submitted invoice from the supplier within the agreed timeframes.
(The contract management téam to certify.the correctness of invoice)

+ The/Contract Management Team should ensure the satisfaction of the provisions of the milestones
and deliverables, (The contract management team to certify the correctness of invoice)

¢ Where the payment amounts are validated and in accordance with the contract. (Procurement and
finance team to ensure)

» When'the necessary internal authorisations have been received. (Accounts payable team)

Approved payments should not be delayed unnecessarily as this can undermine the relationship with the
supplier, have a negative financial impact (e.g. additional interest) and breach the terms of the contract

The contract information in the contract management system must be updated to reflect any changes in the
Approved contract value (ACV). Once the actual spend reaches the ACV, no additional purchase orders
should be issued unless the ACV is revised.

2.5 Risk Management

The Contract Manager should actively compile and manage risks throughout the life of the contract.
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For contracts with more significant risks, a separate Risk Plan may need to be developed and periodically
reviewed and updated throughout the life of the contract. Risks identified should be documented in a
register, assigned to a staff member and revisited periodically.

Risk reviews can be incorporated into the regular performance review meeting to ensure they remain up to
date.

An escalation process should be put in place, with all high to extreme risks reported to the contract owner
to action.

2.6 Management of extensions, renewal or variations

During the contract lifecycle, circumstances may require the contract to be varied. Reasons why variations
may be needed include:

e Technology changes or improvements

e Changes in legislation that impact the contract and specification

* Demand fluctuations

* Requests for additional goods or services outside the original scope
s Exchange rate fluctuations

¢ Changes in external pricing drivers

The following principles must besmet in order to vary or extend a contract. If these are not met, then a
contract extension cannot be granted, instead a new\procurement process must commence for the goods
or services delivery.

e Contracts can be extended only if the terms of the\original contract included extension options;

* There is documented evidence of a recent réview of contractor performance showing satisfactory
performance;

* A This renewal processes is initiated well before the expiry of contract in question; and

+ Evidence of the Contract Manager assessing whether the contract still offers the best value for
money:

Note if it is determined that a contract extension is possible and is an appropriate course of action, only
established authorisations and delegations for the approval of contract extensions can approve the contract
extension.

Any variations, extensions or renewal must be done in accordance with the procurement policy to ensure
approval is given by the appropriate delegate and any changes to the contract's terms and conditions need
to be reviewed by Contract Manager.

2.7 Records Management and Updating Information

Records of all purchasing activity must be retained in compliance with the State Records Act 2000 (WA),
the City’s Records Management Policy and associated procurement procedures. The Contracts Officer and
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the Procurement and Contracts Officer should ensure that the following information is stored within the
CMM or HPE CM:

* The contract itself with the Schedule of Rates attached;

e Sourcing documents

¢ Project plans and updates

» Safety management plans

¢ Minutes of meeting and other documents

+ Financial management spreadsheet, invoices, purchase ordefs
¢ |nsurance documents, bank guarantees and indemnities

e Details of scheduled performance reviews

¢ Claims and correspondences

The Contract Officer should ensure that all key communications, décisions and meeting minutes are saved
within CMM. These records must be kept within CMM as they need to be available in case of a dispute or
emergency.

Phases 3 — Contract Close out

The contract close-out is the step,for ensuring that contract obligations and liabilities with the supplier have
been completed. It may alsodnclude transitioning to another supplierforthe good and/or services.

The transition period fram one contract'to another can be a high-risk period. It is the responsibility of the
Contract Manager to ‘develop a transition plan. The following aspects should be considered when
developing the transition plan:

« |dentifif any specific differences between the current and future contract

o _Develop a new communicationiplan, identify stakeholders, both internally and externally who may
be impacted by the changes

+ Update internal processes or procedures with any changes required under the new contract

Depending on the size and complexity of the contract, the transition period may take several months and
require ongoing managementby the Contract Manager.

3.1 Contract Closure tasks

At the conclusion/expiry of the contract, the contract must be formally closed according to the agreed terms
and conditions. The following steps should be considered when finalising a contract:

« Confirm that all contract deliverables or transition out tasks have been delivered or met by the
outgoing supplier

* Arranging for the return of all City of Vincent's equipment and assets

e Obtain all final reports, documentation and clearances from the supplier
Page | 130of 2 CM D20/84083
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e Ensure all access rights and security passes for supplier staff are terminated
* Finalise all final payments under the contract

e Liaising with the Procurement and Contracts Officer to close the contract in the CMM and risk
register

* Providing formal notification of contract completion to the contractor as required
e Ensuring all documents are filed and recorded in line with the City’s recerd management policies

3.2 Final performance review

For strategic contracts, once a contract has concluded, it is important that the contract is reviewed along
with the supplier / contractor representative. This is to ensure that‘all documentations are complete, and the
completion certificates are signed off.

SAMPLE DOCUMENTS TO BE ATTACHED

e Value/risk assessment matrix, available on VINTRANET
¢ Sample Contract Management checklist

e« Sample Contract Templates

¢ Contract performance review meeting template

* Checklist for contract exténsiens/renewals

s Template for variation letter

o Template for extension letter

+ Contract review report

DEFINITIONS

Include terms continually referred to in the policy. Industrial terminology or jargon should also be defined to
provide'a clear and consistent meaning far the reader.

Act means the Local Government Act 1995.

Authority refers 'to the Enterprise Resource Planning (ERP) system used within the City of Vincent for
multiple functions including‘all relevant processes for Procurement and contracts management, banking and
management and financial accounting.

Contract an agreement, response to tender, purchase order or any other document which creates, or which
may create binding obligations on the Council and on the other party / parties to the contract.

Contracts Management Module (CMM) within Authority is a central Contracts Register facility. The City
uses this to manage all procurement lifecycle processes starting from tendering through to contract
administration.

Framework means this Framework.
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Hewlett Packard Enterprise Content Manager (HPE CM) refers to the electronic document and records
management system used within the City.

Internal Stakeholders can be relevant staff involved directly/indirectly with a City Contract, CEO, relevant
Business Unit Directors or any staff member affected by a City Contract.

Month-end refers to the calendar month that is being finalised within Authority for financial reporting
purposes.

Probity is the evidence of ethical behaviour and procedural fairness and is cammonly associated with the
practice of adopting and following well considered and sound procedures and practices.

Probity Officer means the officer of the City but is not a member of thedEvaluation Panel and is charged with
the responsibility of upholding Probity in throughout a Request for Quotation, Request for Tender and EOI.

Procedural Fairness means the duty to act fairly and adopt fair procedures to procurement processes.

Procurement Team means those City officers from the business unit that is responsible for procurement and
ensuring Tenders are carried out in accordance with(this Framework, the Purchasing Policy, purchasing
framework, the Regulations and the Act.

Regulations means the Local Government (Functions and General) Regulations 1996.

Response means a submission to the City by .a Tenderer in response to a Request for Quotation, Request
for Tender or EQOI.

RFQ means Request for Quotation invited by the City under its Purchasing Policy

RFT means Request for Tender invited\by the City under Regulation:11(1) and for the purposes of section
3.57 of the Act.

Scoping is the planning and capture of all information required for the RFQ, RFT or EOI to achieve the
project on time, within budget.and allowing ferany unforeseen contingencies.

Supplier Proposal has the same meaning as Response.

Tender or Tender Processimeans a Request for Tender, Request for Quotation, Request for Proposal or
Expression of Interest.

Tenderermeans a person that submits a Response.

Reference Documents

OFFICE USE ONLY

Responsible Officer <<Please add position title>>

Initial Council adoption DATE: <APPROVAL DATE=>, REF# <TRIM REF>

Reviewed / Amended DATE: =APPROVAL DATE=, REF# <TRIM REF=

Next Review Date DATE: <REVIEW DATE=,
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5.4 REVIEW OF THE CITY'S AUDIT LOG
Attachments: 1. Audit Log as at 23 February 2021 §

RECOMMENDATION:
That the Audit Committee recommends to Council that it NOTES:
1. the status of the City’s Audit Log as at 23 February 2021, at Attachment 1;

2. the amendment to the proposed completion date for the following items:

(&) EA2020/10 (5) —register of operational ICT risks — delayed from January 2021 to February
2021 due to other ICT priorities;

(b) EA:2020/10 (7) Office of the Auditor General Information Systems Audit — Network
Access Management delayed from January 2021 to March 2021 due to other ICT
priorities;

(c) EA 2020/12 (13) - Preparation of internal audit program — delayed from 30 April 2021 to 4
May 2021 due to other priorities and to align with the next Audit Committee Meeting date.

COMMITTEE DECISION ITEM 5.4

Moved: Cr Topelberg, Seconded: Mr Piper
That the recommendation be adopted.
AMENDMENT

Moved: Mr Piper, Seconded: Cr Gontaszewski

That a recommendation be added as follows:

3. REQUESTS that Item EA: 2019/7 - Office of the Auditor General's Performance Audit 2019 -
Fraud Prevention in Local Government - Findings and Recommendations be amended from
“Complete” to allow the training to be completed prior to be item being noted as completed.

AMENDMENT CARRIED (6-0)

For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil

(Cr Loden an apology for this item.)

COMMITTEE DECISION ITEM 5.4

That the Audit Committee recommends to Council that it:
1. NOTES the status of the City’s Audit Log as at 23 February 2021, at Attachment 1;

2. NOTES the amendment to the proposed completion date for the following items:

(&) EA2020/10 (5) —register of operational ICT risks — delayed from January 2021 to February
2021 due to other ICT priorities;

(b) EA:2020/10 (7) Office of the Auditor General Information Systems Audit — Network
Access Management delayed from January 2021 to March 2021 due to other ICT
priorities;
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(c) EA 2020/12 (13) - Preparation of internal audit program — delayed from 30 April 2021 to 4
May 2021 due to other priorities and to align with the next Audit Committee Meeting date.

4, REQUESTS that Item EA: 2019/7 - Office of the Auditor General's Performance Audit 2019 -
Fraud Prevention in Local Government - Findings and Recommendations be amended from
“Complete” to allow the training to be completed prior to be item being noted as completed.

CARRIED UNANIMOUSLY (6-0)

For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil

(Cr Loden was an apology for this Item.)
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CITY OF VINCENT AUDIT LOG

AUDIT DETAILS

MANAGEMENT RESPONSE

ACTION

PROPOSED
COMPLETION DATE

EA: 2019/7
Office of the Auditor General's Performance Audit 2019 - Fraud Prevention in
Local Government - Findings and Recommendations

Finding:

1. Entities have not implemented a coordinated approach to manage their fraud risk.

2. Entities could make themselves more fraud resistant if they strengthen their
controls; and
3. Better reporting avenues would help entities detect and respond to fraud.

Recommendation:
Develop a fraud and corruption control plan and review at least every 2 years.

Risk Rating (prior to controls):
High

Risk Rating (with current controls):

Responsible Officer:
Executive Manager Corporate Strategy and Governance

Comments:

Governance will review the City's current Fraud and Corruption
Prevention Policy and prepare a control plan which incorporates this
policy. The proposed implementation date for the plan is June 2020.
The plan will be reported to Audit Committee annually and updated as
required.

November 2019

Governance to engage a consultant to undertake
review and implementation of the fraud control plan in
January 2020.

The two-yearly review of the plan will be included in the
compliance calendar.

February 2020
Yet to commence. Further resourcing or a consultant is
required.

March 2020

Initial discussions with City of Nedlands in respect to a
shared resource / consultant have occurred, but
currently on hold due to change in priorities due to
COVID-19.

June 2020
No progress to date

July 2020
No progress to date.

August 2020
No progress to date.

October 2020
No progress to date.

November 2020

The updated draft policy and fraud and corruption
control plan have been drafted. The updated policy is
subject to Council approval and public consultation.

January 2021

Plan has been completed and was circulated to the
Audit Committee members in December 2020. Minor
amendments were provided by the Chair and have
been made.

February 2021

The policy will be presented to Council for advertising at
the 23 March 2021 Ordinary Council Meeting. Training
for all staff is scheduled for February and March 2021.

R 20

31/12/20

Complete
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EA: 2019/8 Responsible Officer: November 2019
Office of the Auditor General's Performance Audit 2019 - Fraud Prevention in Executive Manager Corporate Strategy and Governance Development of the training program will commence in
Local Government - Findings and Recommendations Executive Manager Human Resources September 2020. Requires linkage to the Fraud
Management Plan and Risk Management Framework.
Finding: Comments:
1. Entities have not implemented a coordinated approach to manage their fraud risk. || Human Resources with the support of Governance will develop and February 2020
2. Entities could make themselves more fraud resistant if they strengthen their implement an online fraud awareness training program to be completed | No progress to date.
controls; and by all staff. New staff will be required to complete the training as part of
3. Better reporting avenues would help entities detect and respond to fraud. their online induction process and current staff will receive notification to || March 2020
complete the training annually via the induction portal. No progress to date
Recommendation:
Develop and implement a periodic fraud awareness and training program June 2020 30/9/2020
No progress to date
Risk Rating (prior to controls):
High July 2020 31/12/2020
No progress to date. Note that this will be developed in
Risk Rating (with current controls): conjunction with the control plan referred to above.
High
August 2020
No progress to date. Note that this will be developed in
conjunction with the control plan referred to above.
October 2020
No progress to date.
November 2020
Training material is being developed, in line with the
City's draft plan and policy. Training has been
scheduled for February and March 2021 for all staff.
The training materials will also form part of the City's
induction program.
January 2021
On track
February 2021 Complete
Training material developed. Training postponed to
April 2021 due to other staff training priorities in March
2021.
Review of DPLH's investigation into legislative non-compliance - unauthorised Responsible Officer: August 2020 31/12/2020
works at Banks Reserve Executive Manager Corporate Strategy and Governance Internal procedure to be drafted and training organised.
Development of an internal procedure detailing the approvals required for works or
maintenance on land within the Swan River Foreshore, Development Control Area October 2020
and Aboriginal Heritage Areas. On track.
Provide training for relevant staff on the approvals required. December 2020
The internal procedure has been drafted and a
Risk Rating (prior to controls) workshop with the Department of Planning, Lands and
Medium Heritage scheduled for relevant staff in early December
to discuss the approvals required and processes.
Risk Rating (with current controls)
Low January 2021 Complete
Training occurred and internal procedure circulated to
relevant staff in December.
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EA:2020/10 (1) (a) and (b)
Office of the Auditor General Information Systems Audit — Database Security

Finding:
We performed a high level security test on key business application (Authority)
database and found the following:

s The database server is missing software updates since 2012, which have
been released by the vendor.

« Data encryption is not used to protect highly sensitive information.

« Database logging and auditing is not in place to monitor and record system
changes. As a result, any changes made directly in the database are not
captured.

e The "PUBLIC" role has default grant privilege on database objects within the
Authority database.

« The database has not been securely hardened.

Implication
Without appropriate database security controls, the confidentiality, integrity and
availability of sensitive information may be compromised.

Recommendation
The City should review and enhance its database management processes to:
« ensure updates to address known vulnerabilities are applied in a timely
manner
=« assess the risks around storing sensitive information in plain text
s review logging and alerting user activities to ensure sensitive data security
s review assigned public roles within the database and remove those not
needed
« based on arisk assessment, hardened database security and improve
monitoring controls.

Risk Rating (prior to controls)
High

Risk Rating (with current controls)

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020
The response will have two phases:

(a) Phase 1

Short/medium-term remediation will be made where

possible:

a. Database server software updates. A project to
upgrade the database was postponed in 2019
when it was merged into a larger project to
upgrade the entire Authority software solution. The
Authority upgrade project is currently on hold until
a project dependency (chart of accounts upgrade)
is completed (now due June 2021). To fast-track
response to this audit finding, the database
upgrade will again be separated from the Authority
upgrade project and commenced as soon as can
be scheduled with the vendor.

b. Database hardening will be reviewed and applied
as part of 1a) above.

c. Database logging and auditing will be enabled in
line with an improvement to data backup/recovery
services used by the City.

(b) Phase2

Long-term remediation will be achieved via an Authority

software upgrade project already commissioned with

the vendor. Several findings relate to vendor software

architecture - these will need to be added to an

operational risk register (to be developed per OAG

Finding 6) and resolved as part of the software

upgrade:

a. All sensitive information will be encrypted

b.  The use of grant privilege for the PUBLIC role will
be eliminated

December 2020

In cooperation with the software vendor, Civica, Phases
1 and 2 have been re-joined with a revised completion
date of August 2021. The Authority upgrade project
(including database security) has now commenced.

January 2021
Authority upgrade project on track. Initiation stage
complete.

February 2021
Authority upgrade project on track. Assembly stage
underway (database backup, upgrade installation).

August 2021
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EA:2020/10 (2)
Office of the Auditor General Information Systems Audit — Vulnerability
Management

Finding

We found that the City has not established adequate policies or procedures around
management of vulnerabilities on servers and workstations. Furthermore, the City is
not undertaking regular vulnerability assessments on their IT systems. These
assessments are required to ensure the effective identification of vulnerabilities and
to support the patch management processes.

In addition, vulnerability assessments completed as part of the audit identified 56
critical and 47 high vulnerabilities relating to missing service packs and/or software,
which is no longer supported by the vendor.

Implication

Without having effective procedures for identifying, assessing and addressing
potential vulnerabilities within a timely manner, the system and/or data may not be
adequately protected against potential threats. These vulnerabilities could be
exploited and may result in unauthorised access to sensitive data or the loss of
system operation.

Recommendation

The City should develop effective vulnerability management processes. As part of
the process, the City should carry out regular vulnerability assessments. These
assessments should use appropriate tools to ensure all known vulnerabilities are
identified. The vulnerability assessment process should include all relevant IT
systems, IT infrastructure and applications.

Software updates (patches) to fix known vulnerabilities should be evaluated, tested
and where appropriate, applied to systems within a timely manner. Documented
policy and procedure guides should be maintained to ensure IT staff are meeting
requirements.

If decisions are made not to install any critical or security patches, the risk must be
understood and any possible alternative mitigations investigated. Relevant details
should also be recorded in an appropriate patch register/database.

Risk Rating (prior to controls)
High

Risk Rating (with current controls)
Low

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020

Administration’s software patching processes have

matured; however, vulnerability testing is still a gap.

Administration will respond with two new ongoing

activities provided as a managed service:

1. The introduction of a monthly vulnerability
assessment process,

2. Monthly reporting of vulnerabilities with
remediation actions &/or mitigations

December 2020
On track. Remediation work from OAG vulnerability
findings is being applied. An ongoing vulnerability

management process for the City is being implemented.

January 2021

Completed in December 2020. Vulnerability scanning
process now implemented with monthly review and
remediation of action items.

Complete
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EA:2020/10 (3)
Office of the Auditor General Information Systems Audit — Segregation of
Duties

Finding

We found that segregation of duties (SoD) is not enforced within the Authority
system. Additionally, the SoD matrix which details specific roles is also not being
maintained.

Implication

Without SoD appropriately enforced within the system, there is an increased risk that
individuals can perform a number of conflicting functions. This may result in an
increased number of errors or possibly lead to fraud.

Recommendation

The City should develop an appropriate SoD matrix for the Authority system. This
matrix should be used to ensure that no users are assigned multiple roles that would
be considered high risk or conflicting. A formal review process should ensure that no
user is assigned any conflicting duties. A formal record of completed reviews should
be maintained.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)

Medium

Related Audit Query

EA 2020/11 (14), EA 2020/11 (9), EA 2020/10 (9)

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020

In September 2020 Administration commissioned a
change with the Authority software vendor to help
clean-up access roles. This will make the allocation of
access to various roles/groups more efficient and in
turn help Administration formally develop and apply a
segregation of duties matrix.

December 2020
On track. Work with the software vendor, Civica, is
scheduled in mid-December.

January 2021
No change

February 2021

On track. Security workshop complete. Spreadsheet of
roles and system access rights to be completed for
March review.

31 August 2021

EA:2020/10 (4)
Office of the Auditor General Information Systems Audit — Information Security
Policy

Finding

We found that the City does not have an adequate Information Security Policy to
cover kKey areas of information security. The current policy is in draft as the City is in
the process of developing it.

Implication

Without adequate policies and procedures, there is an increased risk that the City
will not achieve its objectives for information security. Additionally, staff may not be
aware of management expectations relating to security of information.

Recommendation

The City should reviewing and update its current policies and procedures or develop
new ones appropriately address all relevant areas of information security.
Management should endorse the new policies and notify all employees and relevant
stakeholders of updates.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)
Medium

Related Audit Query

EA 2020/11 (10)

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020
As noted in the Finding, Administration has a draft
Information Security Program and will seek to formalise

it and align all security activities and improvements to it.

The document is based on standards used by the
Office of the Auditor General during this audit.

December 2020

The Information Security Program will be tabled at
Executive Management Committee in December 2020.
Completion of this activity is now aligned to training
outcome in EA 2020/10(6)

January 2021
On track. Information Security Program endorsed by
Executive Management Committee in December 2020.

February 2021

On track. Cyber security training now in pilot ahead of
full staff rollout. Solution procured from a local City of
Vincent business (Blue Zoo).

March 2021
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EA:2020/10 (5)
Office of the Auditor General Information Systems Audit — Operational ICT
Risks

Finding

We found that the City's ICT risks have not been appropriately identified. The current
IT risk register is limited to high-level business continuity risks and does not include
the broader listing of operational risks and controls associated with IT functions.

Implication

An incomplete risk register limits the ability to assess the effectiveness of specific
controls against risk and their treatments. This could result in control gaps going
undetected and/or control deficiencies left unresolved.

Recommendation
The City should expand on its information risk management process to ensure:
e the ICT risks within the risk register are up to date and maintained
« all relevant risks are appropriately documented in the ICT risk register
s the ICT risk management process aligns with the broader organisation risk
register
« controls are appropriately assessed and assigned relevant ratings in line
with internal guidelines.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)
Medium

Responsible Officer:
Executive Manager Information and Communication Technology
Executive Manager Corporate Strategy & Governance

October 2020

Developing and maintaining a broad register of ICT
operational risks will be formally included inside a
managed services agreement. Administration will
maintain risk ownership while managed service
resourcing will help coordinate risk maintenance and
controls.

December 2020
On track. An initial review of operational risks is in
progress.

January 2021
No change

February
Delayed due to other priorities. To be completed by
ICT team in February 2021.

February 2021
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EA:2020/10 (6)
Office of the Auditor General Information Systems Audit — Information Security
Training and Awareness

Finding

We found that the City does not have a formalised induction training and an ongoing
awareness program covering information security responsibilities and cyber risks
relevant to the City.

We note that the City informs its staff about phishing scams via emails.

Implication

Without a formal induction training and ongoing information security awareness
program, there is an increased risk that individuals will not understand security risks
relevant to the City and their personal responsibilities. This may result in
inappropriate actions, which affect the confidentiality, integrity and availability of
information.

Recommendation

The City should establish an appropriate induction and ongoing information security
awareness program. The program should be used to help maintain awareness of the
information security and cyber risks relevant to the City. It should also ensure
individuals are aware of their personal responsibilities for information security. The
awareness program should be updated regularly so it stays in line with policies,
procedures and any new or emerging threats. It should also incorporate any lessons
learned from information security incidents along with relevant details from
information security good practices.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)
Medium

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020
Administration will establish induction training and an
ongoing information security awareness program.

December 2020
Training is now aligned to delivery of Information
Security Program in EA 2020/10(4).

January 2021
On track. Information Security Program endorsed by

Executive Management Committee in December 2020.

February 2021

On track. Cyber security training now in pilot ahead of
full staff rollout. Solution procured from a local City of
Vincent business (Blue Zoo).

March 2021
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EA:2020/10 (7) Responsible Officer: October 2020 Januany 2021
Office of the Auditor General Information Systems Audit — Network Access Executive Manager Information and Communication Technology Administration will improve its off-boarding processes to
Management ensure that system access is only ever available to
authorised users. System access reviews and
Finding investigations will be formally included inside a
We found the current process to disable and review network access accounts is not managed services agreement.
operating effectively. We identified 6 active accounts belonging to terminated
employees, and 2 have accessed the system after their termination date. December 2020
On track. Additional monitoring of HR termination
Implication processes has been added to operations. Automated
Without effective procedures to review and disable user accounts, there is an reporting and review yet to be developed.
increased risk of unauthorised access to the City’'s IT systems and/or information.
January 2021
Recommendation No change.
The City should enhance their current network access review process. It should
ensure that exiting staff notifications are provided to service desk in a timely manner February 2021 March 2021
and actioned appropriately. Near-complete. Electronic forms for staff onboarding
and offboarding are now in place and working. This
In addition, regular reviews of all system user access should be undertaken (e.qg. item will be closed once procedures are finalised with
checking the last login date, accounts that have never logged in etc.). Any accounts the HR team.
that are identified as no longer required or those which have not accessed the
system for an agreed period should be appropriately removed or disabled. The City
should also investigate those employees’ accounts that were used after their
termination.
Risk Rating (prior to controls)
Medium
Risk Rating (with current controls)
Low
EA:2020/10 (8) Responsible Officer: October 2020 Januan 2021
Office of the Auditor General Information Systems Audit — Logging and Executive Manager Information and Communication Technology Monitoring and logging policy and procedure will be
Monitoring defined against the Information Security Program (per
OAG Finding 5). Review of logs will be formally
Finding included inside a managed services agreement. Log file
We found that the City does not have formalised policies or procedures for logging storage will be in a secure location.
and review of security logs for network, applications and remote access.
December 2020
Implication On track. Additional storage is being procured to help
Without effective system logging and pro-active monitoring of logs, there is an manage log file retention and security. Policy and
increased risk that any potential problems, trends or ongoing attempts to review processes yet to be developed.
compromise system or data will not be identified.
January 2021
Recommendation On track. Additional storage provisioned. Changes to
We recommend that the City implements appropriate levels of monitoring activities log file retention and security implemented. Security log
on its ICT environment. Key systems that control or restrict user access or process data monitoring automated through connection of
and store sensitive data, the following should be considered: existing, but siloed, software security services.
« |mplement policy and procedure guides on what monitoring and logging will
be performed. February 2021 Complete
= Review log files on a regular basis to identify any suspicious events or Completed in January 2021. Security data now
activities. collected and automatically correlated for threat event
« Storing log files in a secure location to prevent any unauthorised alterations detection and response.
or deletions.
Risk Rating (prior to controls)
Medium
Risk Rating (with current controls)
Low
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EA:2020/10 (9) Responsible Officer: October 2020 Eebruary 2021
Office of the Auditor General Information Systems Audit — Authority User Executive Manager Information and Communication Technology In line with OAG Finding 3, monthly reports will be
Review Process provided to key Authority managers to review and
approve users based on a segregation of duties matrix.
Finding
The City does not have a routine process to review users with access to Authority December 2020 31 August 2021
application. The City has commissioned a project with the software
vendor, Civica, to provide “Authority User Access and
Implication Security Restructure”. The overall objectives of the
Without appropriate user access management controls, there is an increased risk of project are to provide:
unauthorised access. This may impact the confidentiality, integrity and availability of « Astructured, consistent and more easily
the City’s information. understood Authority security model
s Better visibility of user access and permissions
Recommendation ¢  Simpler administrative management control of
The City should develop, document and implement appropriate application user users and permissions
account management practices. The project has been estimated to run for 8 — 10 weeks
and is now aligned to Authority upgrade project
Risk Rating (prior to controls) schedule to complete in August 2021.
Medium
January 2021
Risk Rating (with current controls) Authority upgrade project on track. Initiation stage
Medium complete.
Related Audit Query
EA 2020/10 (3), EA 2020/12 (14). EA 2020/12 (9) February 2021
On track. Security workshop complete. Spreadsheet of
roles and system access rights to be completed for
March review.
EA:2020/10 (10) Responsible Officer: October 2020 February 2021
Office of the Auditor General Information Systems Audit — Authority Event Executive Manager Information and Communication Technology An Access Report will be developed on a monthly basis
Monitoring for key Authority managers, aligned to the user review
process per OAG Finding 10. Any trends or access
Finding concerns will be identified such that email’sms alerts
We found that there are no formalised requirements for pro-active or regular review can be created for more immediate notification/action.
of event logs generated by key business application (Authority) to identify
unauthorised access or malicious activity. December 2020
On track. A user access report is being developed
Implication
Without effective pro-active monitoring of high-risk events, there is an increased risk January 2021
that any potential problems, trends or ongoing attempts to compromise systems or No change.
data will not be detected.
February 2021
Recommendation Delayed. Report design is proving complex. Solution
Based on an assessment of risks, the City should formalise a process to monitor and expected for March 2021.
review key events in business applications.
Risk Rating (prior to controls)
Medium
Risk Rating (with current controls)
Medium
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EA:2020/10 (11)
Office of the Auditor General Information Systems Audit — Unsupported
Operating System

Finding

The City currently has over 10 servers and workstations running unsupported
operating systems. These include Windows Server 2008 R2 Enterprise, Windows
Server 2008 and Windows 7 for which Microsoft ceased support on 14 January 2020
and 14 July 2015.

Our review identified that those systems were active in March 2020 during the audit
conduct.

Implication

Unsupported operating systems no longer receive security and/or vulnerability
updates from the product vendor. As a result, there is an increased risk that these
systems are susceptible to exploits, which may compromise the City network and
systems.

Recommendation

We recommend that all devices running unsupported operating systems be
upgraded to supported system. If this is not possible due to operational needs,
alternate mitigations must be applied.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)
Medium

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020

All Windows 7 systems have now been
decommissioned. Windows Server 2008 systems will
be decommissioned as part of the Authority upgrade
project noted in OAG Finding 1. Given the estimated
completion time of the Authority upgrade project, the
risk of maintaining Windows 2008 systems will be
included in the risk register to be developed against
OAG Finding 6.

December 2020
On track per the adjusted timeframe for completion of
OAG Finding 1 (Database security).

January 2021
On track.

February 2021
On track.

August 2021
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EA:2020/10 (12) Responsible Officer: October 2020 Eebruary 2021
Office of the Auditor General Information Systems Audit — Unauthorised Executive Manager Information and Communication Technology The City is progressively moving to a “WIFI only”
Device Connectivity network for the majority of devices. The City's WIFI
network is currently configured to meet this security
Finding restriction requirement. The wired network will itself be
We found that the City does not have adequate controls in place to restrict the use of upgraded to support certificate-based access as part of
unauthorised devices on their network. a communications upgrade project due to complete in
early 2021.
Implication
Without appropriate controls in place to restrict the use of unauthorised devices on December 2020
the network, there is an increased risk that they could be used to attack internal The City has completed a review of infrastructure and
systems. configurations relevant to this finding. A
communications upgrade project will require phased
Additionally, unauthorised devices that connect to the network could result in the implementation as approx. $250k - $300k in costs will
spread of malware to the City's network. span into the next financial year (requiring new budget
approval).
Recommendation
The City should review the risks to their network and implement appropriate controls A phased approach has been planned. Phase 1 utilises
to prevent and detect the use of any unauthorised IT devices. existing resources to initially audit and restrict the use
of unauthorised devices on their network. Phases 2 and
Risk Rating (prior to controls) 3 will be required to implement controls to further
Medium prevent and detect the use of any unauthorised IT
devices.
Risk Rating (with current controls) Phase 1 - Port audit and physical lock down February 2021
Medium Phase 2 — Administration building upgrades June 2021
Phase 3 — Library, Beatty Park, Depot upgrades December 2021
January 2021
No change.
February 2021
On track. Port audit completed and lock down in
progress.
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EA:2020/10 (13)
Office of the Auditor General Information Systems Audit — Network Device
Management

Finding
We reviewed the City's firewalls and network device (routers, switches) management
process and found the following issues:

« Devices are not securely managed.

« The firewall logs are not appropriately configured.

Implication
Without appropriate controls to manage the network devices, there is an increased
risk that:
+« individuals will not be accountable for any unauthorised or unintentional
modifications to the system
« unauthorised access to the system could occur
= malicious traffic may not be detected and prevented
« suitable evidence to support any forensic or internal investigations may not
be available
= user credentials may be intercepted and used to gain access to the City's IT
systems and information.

Recommendation
The City should implement an appropriate process to securely manage and
configure network devices.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020

Several changes have now been implemented to follow
recommended access account controls and logging
configuration. Additional security improvements to meet
system access recommendations will be reviewed
further and either modified or logged against an
operational risk register to be developed per OAG
Finding 6.

December 2020

Completed. Device management has been reviewed
and remediated. Firewall log configuration has been
remediated.

January 2021

Complete
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EA:2020/10 (14)
Office of the Auditor General Information Systems Audit — Data Centre
Management

Finding

The City does not have adequate policies or documented procedures defining
responsibility for managing the primary data centre, and access management
processes (e.g. request, approve, and review access to data centre).

Furthermore, we found that non-IT related hardware were located in the data centre
room.

Implication

Without adequate protection of IT systems against physical threats there is an
increased risk of unauthorised access to systems, and accidental or deliberate
damage.

Recommendation
The City should:
« develop appropriate data centre access management policies and
procedures
=« resftrict the number of staff who can access the room
= perform regular access reviews and remove inappropriate users in a timely
manner. Records of the reviews should be retained.
s only store IT-related hardware in the room.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)
Medium

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020

Data centre security improvements will be made to
include card-only access. If possible, CCTV recording
will also be introduced as part of a separate building
security initiative. Review of access logs will be formally
included inside a managed services agreement. All
non-IT related hardware will be removed from the data
centre.

December 2020

On track. CCTV and card-only access initiatives have
been scoped and included in building improvement
initiatives. Data centre clean-up has begun.

January 2021
Non-IT related hardware has been removed from the
data centre.

February 2021
Delayed. CCTV and card access controls have been
procured but not implemented.

January 2021
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EA:2020/10 (15)
Office of the Auditor General Information Systems Audit — Change
Management

Finding
We found that the City does not have a formal change management process in
place. We identified the following issues:

« There is no IT change management policy or procedure that sets out the
overall objectives and requirements for change management to ensure all IT
system changes are appropriately controlled and managed.

= The responsibilities to manage, co-ordinate and approve IT changes are not
formally assigned.

s There is no central register for recording and tracking details of all internal
changes that are made to IT infrastructure, firewall rules and systems,
including application upgrades.

Implication

There is a risk that without change management policies and procedures, changes
made to IT systems may not be adequately managed and authorised. The
availability or security of IT systems could be compromised should a change
negatively impact them.

Recommendation
The City should:

« develop an appropriate IT change management policy or procedure. The
policy should set out the overall objectives and requirements for change
management process

« outline appropriate change management role and/or responsibilities to
manage, co-ordinate and approve IT changes

« make sure all IT system changes are accurately recorded, managed and
tracked in a centralised change register.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)
Low

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020

A draft Change Management Policy was provided
during the audit. Change Management processes will
be formalised per the Information Security Program
noted in OAG Finding 5; the register for recording and
tracking changes will be formally included inside a
managed services agreement.

December 2020
On track.

January 2021
Complete. Change management policy in place.

System in place to record, manage and track changes.

January 2021

Complete
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EA:2020/10 (16) Responsible Officer: October 2020 Januany 2021

Office of the Auditor General Information Systems Audit — Incident and Executive Manager Information and Communication Technology This finding will be added to an operational risk register

Problem Management to be developed per OAG Finding 6. Recognising its
available resources, Administration is most likely to

Finding mitigate this risk through existing Service Desk

We found that there is no standardised process in place to manage IT related processes that capture and manage incidents and

incidents. problems as general requests. Administration will,

Furthermore, the City does not have a formal process to outline problem however, introduce additional registers to formally

management to appropriately manage IT problems, which occur in its IT record incidents and log the root-cause of problems —

environment. In addition, data from incidents is not analysed to identify known errors this will be aligned to creation of the risk register to be

or problems. developed per OAG Finding 6, with incident/problem
register review included inside a managed services

Implication agreement.

If IT incidents are not consistently managed, there is an increased risk that the City

may not be able to manage or respond to incidents appropriately. Additionally, the December 2020

City may not be able to evaluate and analyse the trends for continuous improvement On track.

and problem management.

In addition, without effective IT problem management there is an increased risk that January 2021

the City will not identify and appropriately address the root cause of reoccurring IT On track. Incident response policy in place. Incident

incidents. This may impact IT system and service availability and may potentially register added to fortnightly operational review. Cyber

affect the City’s business operations. threat/incident management to be boosted by an

external service.
Recommendation

The City should develop formal incident management processes to ensure all February 2021
incidents are appropriately and consistently classified. In addition, the City should Completed in January 2021. Cyber incident security
develop service desk reporting and trend analysis. These reports should be data now collected and automatically correlated for Complete
reviewed by the appropriate management so the performance of the incident threat event detection and response. Incident
management process can be monitored. management process includes alerting, remediation
and closing.

Furthermore, the City should establish an appropriate IT problem management
process. This process should ensure IT problems are appropriately identified and
investigated. Once the root cause has been identified, appropriate action should be
taken to address the problem and prevent the reoccurrence of incidents.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)
Low
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EA:2020/10 (17) Responsible Officer: October 2020 May 2021
Office of the Auditor General Information Systems Audit — IT Asset Executive Manager Information and Communication Technology Administration notes that an ICT asset management
Management system was already being introduced during the time of
audit and will capture all physical and software/license
Finding assels. IT asset management acquisition, tracking and
We found that the City's IT asset management process is not effective. The following disposal processes will be formalised per the
issues were identified: Information Security Program noted in OAG Finding 5.
« The City does not have up to date IT asset register information and relevant
asset details such as asset status and owner are not recorded. December 2020
e The Gity does not have any formal procedure to ensure that all sensitive On track. System registration of assels is progressing
data and licensed software has been removed or securely overwritten as and now tracks ownership of all staff devices. Along
part of the disposal and re-use of IT assets process. with data sanitisation, WA State Supply Commission
guidelines will be used for disposal of goods: ethically,
Implication equitably, efficiently and safely, in a manner that
Without an effective IT asset management process there is an increased risk that IT maximises a value outcome for government whilst
assets will be lost or stolen. minimising any negative impacts of disposal of the good
Without appropriate procedures to manage the disposal and re-use of IT assets, January 2021
there is a higher risk that sensitive data may not be removed or securely erased. As On track.

a result, the City may suffer financial loss and damage to its reputation.
February 2021

Recommendation On track, noting that staff were surveyed during COVID
The City should: lockdown to help track equipment moves enabling
« establish an effective IT asset management process. This process should remote work.

ensure IT assets are appropriately managed throughout their lifecycle (from
acquisition to disposal)

+« relevant information on IT assets accurately recorded and maintain relevant
information about IT assets in the IT asset register. Periodic audits of IT
asset information against physical IT assets should be undertaken to ensure
the information is accurate and up to date. Any anomalies with IT assets
should be appropriately rectified

« ensure that all IT assets containing storage media are appropriately
sanitised or destroyed as part of the disposal process. Accurate
documentation and records relating to IT asset disposals must be
maintained.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)

Related Audit Query
EA 2020/11 (6)
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EA:2020/10 (18)
Office of the Auditor General Information Systems Audit — Contract
Management

Finding
We found that the City's contract management process is not effective. We identified
that:
« the City does not have an up-to-date Conlfract Management Framework and
contract register
+ the configuration of the new contract management system is under
development and the relevant staff are not fully aware of the functionality of
the system. As a result, there is no comprehensive contract reporting in
place.

We acknowledge that the City recently established a centralised contract
management tool and Contract Management Framework is in draft.

Implication
Without an appropriate contract management process, the City is at a higher risk of
failing to identify:
« unsuitable working arrangements with vendors, which may result in a failure
to realise business benefits
= unexpected cost increases or inappropriate practises in a timely manner
« unauthorised access or changes to the contract register.

Recommendation
The City should:
* review its Contract Management Framework and, where appropriate,
centralise vendor management practices
« develop suitable guidelines to manage the City's contract register
« complete regular supplier performance reviews of all vendors as required.
Records of reviews should be retained
« maintain records of all contracts within its contract management system,
including key financial details relevant to the contracts
« complete the access and system configuration of its new contract
management system. Subsequently, review access to the system and
monitor key contract financial information regularly.

Risk Rating (prior to controls)
Medium

Related Audit Query

EA 2020/11 (1)

Responsible Officer:
Executive Manager Financial Services

October 2020

The noted draft Contract Management Framework and
system will be completed, formalised and
communicated to staff.

December 2020

Administration has focused on improving contract
management over the last 12 months, which has
included the implementation of a new contract’'s
management module in Authority and creation of a
contract register in Authority. A contract management
framework has also been drafted and will be presented
to Executive Management Committee early next year.
Training will then be rolled out to all staff that manage
contracts at the City.

February 2021

The draft contracts management framework will be
presented to March audit committee. The training and
roll-out plan of the framework is being finalised.

June 2021
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EA:2020/10 (19) Responsible Officer: October 2020 April 2021

Office of the Auditor General Information Systems Audit — Disaster Recovery Executive Manager Information and Communication Technology Administration will introduce managed backup and

Plan infrastructure services that include disaster recovery
capability. Disaster recovery and information security

Finding continuity processes will then be will be formalised per

We found that the City does not have an ICT disaster recovery plan (DRP). the Information Security Program noted in OAG Finding
5. A formal plan will then be prepared for publication to

Implication staff and testing purposes.

Without an adequate DRP and appropriate testing, there is an increased risk that

key business functions and processes may not be restored in a timely manner after December 2020

a disruption, affecting the operations of the City. On track.

Recommendation January 2021

The City should develop and test its DRP to confirm that systems can be recovered On track. Disaster Recovery policy now in place,

in accordance with business expectations and key staff should be familiar with the Operational systems (backup and recovery) now

plan and their specific roles and responsibilities in a disaster situation. The results of compliant for onsite backup. Bandwidth upgrade

testing should be recorded, and the relevant actions taken to improve the plan where procured to enable transit of backup files for offsite

necessary. storage.

Risk Rating (prior to controls) February 2021

Medium On track. Offsite backup/recovery service
commissioned and providing partial coverage.

Risk Rating (with current controls) Bandwidth upgrade scheduled for April 2021 to enable

Medium full coverage.

EA:2020/10 (20) Responsible Officer: October 2020 March-2021

Office of the Auditor General Information Systems Audit — Business Continuity || Executive Manager Information and Communication Technology Administration notes that there has been 0%

Plan — Testing interruption to non-library/recreational facility services
throughout COVID-19 disruptions in Perth. COVID-19

Finding has been a major incident and required significant

We found that appropriate tests of the business continuity plan (BCP) have not been change to how business functions operated. City staff

undertaken. Due to the lack of testing, the effectiveness of the plans and the City’s who continue to work remotely are effectively testing

ability to execute them is unknown. part of the City's business continuity systems on a daily
basis. Through improvements to data backup and

Implication infrastructure recovery noted in OAG Finding 20,

Without appropriate testing of the BCP there is an increased risk that key business Administration will expand business continuity testing to

functions and processes may not operate as expected during a major incident. In include system and infrastructure incidents as part of a

addition, the key business functions may not be appropriately recover following a managed services agreement.

major incident. This is likely to impact business operations and the delivery of key

services. December 2020 April 2021
On track per EA:2020/10 (19) above. Completion date

Recommendation updated to align with Disaster Recovery Plan activities.

The City should undertake appropriate tests to verify the effectiveness of the BCP.

These tests should also verify that key staff are familiar with the plans and their January 2021

specific roles and responsibilities in a disaster situation. The results of these tests On track.

should be recorded and the relevant actions taken to improve the plan where

necessary. February 2021
On track.

Risk Rating (prior to controls)

Medium

Risk Rating (with current controls)

Medium
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Office of the Auditor General Information Systems Audit — Management of
Removable Media

Finding
We found that the City does not have appropriate controls to log or restrict the use of
removable media devices (e.g. USB).

Implication

Without appropriate controls to detect, log and monitor the use of removable media
devices, there is an increased risk to the City’s information and IT systems.
Information copied to removable media devices may be lost, stolen or
inappropriately disclosed.

Recommendation
The City should assess the risks associated with the use of removable media
devices. Where appropriate the following controls should be implemented:
« Preventing the use of any unauthorised removable media devices.
s Only using USB devices that incorporate encryption to help protect the
information.
« NMaintaining a register of all authorised and in use removable media devices.
« Monitoring and logging files and information copied to or from removal media
devices.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)
Medium

Executive Manager Information and Communication Technology

EA:2020/10 (21) Responsible Officer: October 2020 March 2021
Office of the Auditor General Information Systems Audit — Information Security || Executive Manager Information and Communication Technology An incident management and response plan will be
Incident Management Plan formalised per the Information Security Program noted
in OAG Finding 5.
Finding
We found that the City does not have an information security incident management December 2020
plan. On track. The City is preparing for a system upgrade to
help reduce the overhead of incident response and
Implication management. The system will form part of an incident
Without a developed and documented security incident response plan there is an response and management plan.
increased risk that the IT department may not be able to respond to IT security
incidents in an effective and timely manner. January 2021
On track. Incident management plan policy now in
Recommendation place. Cyber incident management processes in place
The City should develop an appropriate information security incident management through external service.
plan. This plans should include relevant procedures to ensure the effective response
and management of all information security related incidents. February 2021
No change.
Risk Rating (prior to controls)
Medium
Risk Rating (with current controls)
Medium
EA:2020/10 (22) Responsible Officer: October 2020 April 2021

The City will allocate resources towards implementing
and leveraging modern technologies that meet secure
data transportation requirements while also eliminating
the need for staff to use removable media. Removable
media will then be prohibited from use on the network.

December 2020

On track. Improved bandwidth is a dependency for the
City’s response to this Finding. Bandwidth upgrade
market request is currently being evaluated.

January 2021
On track. Bandwidth upgrade RFQ awarded in
December 2021,

February 2021
On track.
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EA:2020/10 (23)
Office of the Auditor General Information Systems Audit — Standard Operating
Environment

Finding
We found that a standard operating environment is not used on workstations. We
identified that:
+« there is no monitoring of compliance with secure workstation configuration
« relevant staff will not be notified if users attempt or successfully change their
workstation configuration, including the installation/removal of software.

Implication

Without monitoring compliance with secure workstation configuration, there is an
increased risk that unauthorised system configuration changes are made to
computers. These changes could compromise the confidentiality, integrity and
avallability of information.

Recommendation

The City should develop its standard operating environment process and monitor
compliance with secure workstation configuration. The process should include
efficient notifications to relevant staff of critical changes or attempts to change
workstation configuration.

Risk Rating (prior to controls)
Low

Risk Rating (with current controls)
Low

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020

Monitoring of workstation compliance will be included
inside a managed services agreement. Once
implemented, notification processes will then be
considered as part of a review to determine the
feasibility and threat of staff being able to install
software without administrative assistance.

December 2020

On track. An improved approach to SOE (Standard
Operating Environment) deployment and management
is being developed. This will also assist with remote
deployment and remove the dependency of Admin
office visits for software updates.

January 2021

Progressing, albeit with technical challenges. Vendor
escalation has been required to help diagnose and
remediate issues.

February 2021

Delayed. Technical issues not yet resolved. SOE itself
is prepared, but the automated deployment process has
not been completed. Aiming for March 2021

completion.

February 2021

EA 202012 (1)
Stanton Reg 5 & 17 Review — Contract Management Procedure and Framework

Finding

The City's previous contract management processes were inadequate. Contracts
were currently managed within the different business units leading to poor oversight
by the City on existing contracts, the City had no assurance that contracts were
being managed adequately and spending was in accordance with the City's
delegations or if there were duplicate contracts in place providing identical/similar
services/goods. However, the City is currently in the process of improving their
contract management processes, the updated and revised contract management
policy and framework reflecting this new process and the use of the new contract
management module within Authority are still in draft and awaiting Council
endorsement.

Recommendation

Audit recommends that the City promptly review and present to Council the revised
contract management policy and contract management framework outstanding to be
endorsed.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)

Related Audit Query
EA 2020/10 (18)

Responsible Officer:
Executive Manager Financial Services

December 2020:

Administration has focused on improving contract
management over the last 12 months, which has
included the implementation of a new contract’'s
management module in Authority and creation of a
contract register in Authority. A contract management
framework has also been drafted and will be presented
to Executive Management Committee early next year.
Training will then be rolled out to all staff that manage
contracts at the City.

February 2021

The draft contracts management framework will be
presented to March audit committee. The training and
roll-out plan of the framewaork is being finalised.

30 June 2021
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EA 2020/12 (2)
Stanton Reg 5 & 17 Review — Reporting on Contracts

Finding
The City does not centrally report and monitor the status of current contracts or
review the effectiveness of their management or check for any ongeing issues.

Recommendation

Audit recommends that the City regularly report contract spending, upcoming contract
expiry dates, contract variations or extensions or any contentious contract issues to
senior management, this could be done via the weekly Corpex or monthly EMC
meetings. The transition to the contract management module within Authority should
easy facilitate the compiling of this information so it can be reported.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)

Responsible Officer:
Executive Manager Financial Services

December 2020:

Management will ensure that information relating to
new contracts, contracts to expire in the next 6 months,
any contracts that have contentious issues and any
contract with excess spend will be included in EMC's
monthly reporting.

February 2021

This information will be included in the March EMC
report. The team however will be working on the
completeness of the contracts register as part of the
Contracts management roll-out.

31 March 2021

EA 2020/12 (3)
Stanton Reg 5 & 17 Review — Access Management on Pheonix System

Finding
There was no evidence that random live tests of user access are performed over the
Phoenix system at Beatty Park.

Recommendation
The City should randomly review user access on the Phoenix system to ensure it is
line with what the actual user requirements.

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)

Responsible Officer:

Manager Beatty Park Leisure Centre

December 2020:
The City will conduct an access review immediately and
then schedule 6 monthly reviews of all users on Phoenix.

31 December 2020

EA 2020/12 (4)
Stanton Reg 5 & 17 Review — Updating Asset Policy and Procedure

Finding

The City’s current asset policy and related asset procedures do not reflect the recent
changes the City made requiring the different service areas to maintain their own
asset register for assets less than $5,000

Recommendation
Audit recommends the City updates their asset process to reflect that asset registers
for assets less than $5,000 are to be maintained by the different services areas.

Risk Rating (prior to controls)

Risk Rating (with current controls)

Responsible Officer:
Executive Manager Financial Services

December 2020:

The City's asset procedure will be updated, and training
and guidance will be provided to staff on the basics of
asset management, including maintenance of asset
register for assets less than $5,000.

February 2021:
Asset procedure has been updated and training is
planned to be completed by end of March.

31 March 2021
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EA 2020/12 (5) Responsible Officer: December 2020: 31 March 2021
Stanton Reg 5 & 17 Review — Procedure on Verification of Assets Executive Manager Financial Services The City currently revalue assets every 3-Syears as per
the requirement of the Financial Management
Finding Regulations.
The City's current asset policy and asset procedures do not disclose the City's _ _ o
procedure for counting and revaluing assets. The City currently counts and revalues The City’s asset procedure will be updated, and training
assets by category on an annual rotating basis. and guidance will be provided to staff on the basics of

asset management, including verification of assets.
Recommendation .
Audit recommends the City updates their asset process to reflect that the City counts February 2021:

. ; Asset procedure has been updated and training is
and revalues assets by category on an annual rotating basis.
y gory o planned to be completed by end of March.

Risk Rating (prior to controls)

Risk Rating (with current controls)

EA 2020/12 (6) Responsible Officer: December 2020: 31 March 2021
Stanton Reg 5 & 17 Review — Verification of Assets Executive Manager Financial Services Tagging or barcoding of assets will not be utilised, as an
alternative Administration will ensure all asset registers
Finding are maintained for assets less than $5000 by the
Through our inquiries regarding asset stock counts and sighting assets within the respective manager. Finance will conduct compliance
City’s premises, audit noted that assets (office furniture) not tagged or barcoded. testing and accuracy of these asset registers every 6

months. Asset procedures will also include details of how

Recommendation and when verification of assets should be conducted.

Assets not tagged and barcoded cannot be counted correctly. All assets should be

barcoded. February 2021:
. i i Asset procedure has been updated and training Is
Risk Rating (prior to controls) planned to be completed by end of March.
Medium
Risk Rating (with current controls)
Medium Responsible Officer: December 2020:
) Executive Manager Information and Communication Technology IT Equipment, asset register for portable assets is in the
Related Audit Query process of being updated on a new software, Asset
EA 2020/10 (17) Sonar. This work has commenced in March 2020.
January 2021
On track.

February 2021

On track, noting that staff were surveyed during COVID
lockdown to help track equipment moves enabling
remote work.
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EA 2020/12 (8)
Stanton Reg 5 & 17 Review — Manual Timesheet

Finding

The City uses manual timesheets, predominately for those employees who work in
the depot and recreational leisure centre.

Recommendation

The use of manual timesheets should be eliminated, it is worth noting that the City
has already noted this as a finding within their own audit log.

Recommendation

Risk Rating (prior to controls)

Responsible Officer:
Executive Manager Human Resources and Executive Manager
Information and Communication Technology

December 2020:

The City requires a robust online time-sheeting system
which is fit for purpose of a casual workforce (i.e. Beatty
Park) that is flexible, easy to use and aligned to the
relevant cost centres and employment.

Administration has determined that Civica's online time-
sheeting module will be suitable for the City. The
module however can only be implemented once work
orders are activated as part of the Chart of Accounts
project scheduled for completion in July 2021. Online
time-sheeting will have a mobile option as well. The
scoping of this project will be requested to commence
in March next year with implementation in December

31 December 2021

Stanton Reg 5 & 17 Review — Authority Access

Finding

There was no evidence of formal review of users' access privileges to Authority to
ensure that users do not have access to unsuited functions/modules

Recommendation

1.

The City should randomly review user access to ensure it is line with what the
actual user requires. The City should regularly review every users’ access
privileges to Authority to ensure that users do not have access to unsuited
functions/modules, this could also include reviewing financial delegations within
Authority

Recommendation

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)
Medium

Related Audit Query
EA 2020/10 (3), EA 2020/12 (14), EA 2020/10 (9)

Executive Manager Information and Communication Technology

Medium 2021.
Risk Rating (with current controls) January 2021
Medium No change.
February 2021
No change.
EA 2020/12 (9) Responsible Officer: December 2020 31 August 2021

In response to this finding, the City has commissioned a
project with Civica (vendor for Authority software) to
provide ‘Authority User Access and Security
Restructure’. The overall objectives of the project are to
provide:
« A structured, consistent and more easily
understood Authority security model
« Better visibility of user access and permissions
«  Simpler administrative management control of
users and permissions
The project has been estimated to run for 8 — 10 weeks.
The City is reviewing scheduling with Civica given
several other Authority changes already in motion, in
particular the software upgrade from version 6.11 to
7.1.If Civica is not able to commit additional resources
to this project in early 2021, completion will be aligned
to 7.1 go live in August 2021.

January 2021
Authority upgrade project on track. Initiation stage
complete.

February 2021

On track. Security workshop complete. Spreadsheet of
roles and system access rights to be completed for
March review.
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EA 2020/12 (10)
Stanton Reg 5 & 17 Review — IT Security Framework

Finding

IT Controls are lacking across a few areas including a formal IT security framework
or policy, out of date supporting policies, user training, vulnerability management,
staff screening, change control, BCP testing and document maintenance.

Recommendation

2. IT Controls need enhancement including the creation of an IT security framework
or policy, ensuring supporting policies such as the Information and
Communications Technology Conditions of Use is reviewed and updated,
implementing user security training, having vulnerability management such as an
intrusion prevention and detection system. Also there needs to be staff screening
implemented for sensitive position holders (high financial delegations/high system
privileges), formal change control such as a change advisory board, defined BCP
testing regime and ensuring IT documents are maintained and kept up to date.

Recommendation

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)
Medium

Related Audit Query
EA 2020/10 (4)

Responsible Officer:
Executive Manager Information and Communication Technology

December 2020

The City will formalise its draft Information Security
Program to document and govern security training,
vulnerability management, change control and
continuity testing. (Refer to OAG IS Finding 4)

January 2021
On track. Information Security Program endorsed by
Executive Management Committee in December 2020.

February 2021

On track. Cyber security training now in pilot ahead of
full staff rollout. Solution procured from a local City of
Vincent business (Blue Zoo).

31 March 2021

EA 2020/12 (11)
Stanton Reg 5 & 17 Review — Record Keeping

Finding

Poor retrievability of information ‘term container used’ Record keeping of contract
documentation is inefficient and leads to poor retrievability. The record keeping
system does not facilitate the use of sub folders which results in all documented
related to a subject/topic being saved in a ‘container’. With regards to contracts,
there are a large number of supporting documentations within these ‘containers’ thus
it can take some time to retrieve the sought-after document

Recommendations

The City should review useability of their record keeping system ensuring that it is
operating effectively.

For process efficiency allow user to amend and delete own purchase requisition.

Risk Rating (prior to controls)

Risk Rating (with current controls)

Responsible Officer:
Executive Manager Information and Communication Technology

December 2020
The City will review its record keeping system to ensure
it is operating effectively.

January 2021
No change.

February

On track. Functionality of the system reviewed with
external support provider: the use of folders will be

introduced. A staff survey for system satisfaction as
well as improvement suggestions will commence in
March 2021.

31 March 2021
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EA 2020/12 (13) Responsible Officer: December 2020 30-April 2021
Stanton Reg 5 & 17 Review — Compliance Procedures and Systems Executive Manager Corporate Strategy & Governance This will form part of the annual internal audit program.
The draft internal audit program will be prepared in
Finding early 2021 and presented to Audit Committee.
Legislative compliance procedures and systems are not internally reviewed and
audited. January 2021
Preparation of draft internal audit program delayed due
Recommendation to other priorities.
Audit recommends when developing the City's strategic audit plan, legislative 4 May 2021
compliance reviews should be included to be performed, this will also cover off on the February 2021
City’'s future requirements to perform legislative compliance reviews under reg. 17. The draft internal audit program is proposed to be
However, it is worth noting that the City has identified quarterly compliance auditing presented to the 4 May 2021 Audit Committee meeting.

as a recommendation per their own risk management, internal control, and legislative
compliance improvement plan,

Risk Rating (prior to controls)
Medium

Risk Rating (with current controls)

EA 2020/12 (14) Responsible Officer: December 2020: 31 August 2021
Office of the Auditor General — Financial Audit — Access Levels within Executive Manager Information and Communication Technology In response to this finding, the City has commissioned a
Authority project with Civica (vendor for Authority software) to
provide 'Authority User Access and Security
Finding Restructure’. The overall objectives of the project are to
Similar to our information systems audit findings titled Segregation of Duties and provide:
Authority User Review Process, we noted numerous users with access to modules * A structured, consistent and more easily
within Authority which appear to not be required to undertake their role within the understood Authority security model
City. + Better visibility of user access and permissions
* Simpler administrative management control of
Specific modules which we reviewed were: users and permissions
- Accounts payable (supplier masterfile, invoice entry and credit note entry) The project has been estimated to run for 8 — 10 weeks.
- Accounts receivable (debtor masterfile, invoice entry and credit note entry) The City is reviewing scheduling with Civica given
- Assets (asset masterfile) several other Authority changes already in motion, in
- Payroll (employee maintenance masterfile) particular the software upgrade from version 6.11 to
7.1.If Civica is not able to commit additional resources
In some instances the City does have mitigating controls in place, however these to this project in early 2021, completion will be aligned
controls are generally of a manual and detective nature. to 7.1 go live in August 2021.
Implication January 2021
Excessive user access to the accounting package may allow staff to use the system Authority upgrade project on track. Initiation stage
inappropriately. For example, this access could be used to undermine the complete.
effectiveness of system controls (such as segregation of duties) and diminish
accountability. February 2021
Authority upgrade project on track. Assembly stage
Additionally, this weakness in financial controls is considered a material non- underway (database backup, upgrade installation).

compliance and impacts on the audit opinion for the current year.

Recommendation

Management should conduct a thorough user access review in consultation with its
IT support with a view to restricting user access to the required and appropriate level
of authority or delegation.

Risk Rating (prior to controls)

Related Audit Query
EA 2020/10 (3), EA 2020/12 (9), EA 2020/10 (9)

SC2566 - D19/147633 Page 25 of 32 Updated 24 June 2020

Item 5.4- Attachment 1 Page 65



AUDIT COMMITTEE MINUTES

2 MARCH 2021

CITY OF VINCENT AUDIT LOG

EA 2020/12 (15)
Office of the Auditor General — Financial Audit — Evidence of review of
changes to employee Masterfile

Finding
We note the City does not have a process to evidence independent review and
authorisation of changes made to the employee masterfile.

Implication
The absence of an independent review of changes made to the employee masterfile
increases the risk of unauthorised or erroneous changes to key information.

Additionally, this weakness in financial controls is considered a material non-
compliance and impacts on the audit opinion for the current year.

Recommendation
Management should implement a process for an independent review of changes to
the employee masterfile.

Risk Rating (prior to controls)

Risk Rating (with current controls)

Responsible Officer:

Executive Manager Human Resources

December 2020:

Currently changes to the employee master file are
checked by the Payroll Officer/Payroll Support Officer,
however not recorded. Based on changes to the
employee master file, Human Resources/Payroll will
implement the following:

1. Achange of bank details and superannuation form.

2. All changes to employee master file are requested
via a form or letter pertaining to a change of
employee entitlements. These forms/letters are
added to Content Manager (records system) and
work-flowed to the applicable Payroll
Officer/Support Officer depending on portfolio.

Once adjustments are made to the employee
master file based on the form/letter, the Payroll
Officer changes the workflow item from ‘action’ to
‘completed’. The Payroll Officer will then workflow
the form/letter to the other Payroll representative in
Content Manager for review. The Payroll
representative will review and if approved, change
the workflow from ‘review’ to ‘completed’.

Each time a form/letter is added to Content
Manager, an audit trail will be created of when an
item is ‘completed’ and ‘reviewed'.

Complete

Complete
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EA 2020/12 (18) Responsible Officer: December 2020:
Office of the Auditor General — Financial Audit — Adverse trends in financial Executive Manager Financial Services 1. Debt Service Ratio — As a result of the once-off Completed
ratios contractual balloon payment of $5.3m for the
DLGSC loan, this ratio has been skewed only for
Finding the 2019/2020 financial year. The Debt service ratio
During our audit we noted the adverse trends in the following ratios when is expected to normalise for the following years as
considering the basic standard set by Department of Local Government, Sport and per the City's current debt portfolio.
Cultural Industries (“the department™):
2. _Operating Surplus - In order to improve this ratio, 30 June 2021
Below the basic requirements for 3 years: new funding sources has to be looked at and also
- Asset sustainability the current fees and charges (including rates) need
- Operating surplus to be analysed to determine if they are sufficient.
Strategies will also be developed to improve this
Below the basic requirement and below proceeding two years actual result: ratio when preparing the 2021/2022 -2030/2031
- Debt service cover LTFP.
Implication 3. Asset Sustainability Ratio — The asset sustainability || 30 June 2021
Ratios which are below the basic standards as determined by the Department ratio has improved compared to last year from 0.30
indicate the short term financial performance of the City is likely unsustainable. to 0.45 This is an indicator that administration has
focused their attention on ensuring capital spend is
Additionally, in accordance with the Local Government (Audit) Regulations 1996 focused on renewal instead of new expenditure.
ratios with adverse trends will be reported within the audit opinion. The City has implemented the following initiatives
since last year:
Recommendation « Made a concerted effort on spending on
Management should implement measures to ensure the basic requirements are renewal instead of new;
achieved, where the requirements are not able to be achieved plans for correction * Prepared a 4-year capital works program
action should be made. 2020/21-2023/24;
+ The City's Asset Management Strategy is in the
Risk Rating (prior to controls) process of being finalised; and

« Adopted the 2020/21-2029/30 LTFP which
. i . reflects the projected asset sustainability ratio
Risk Rating (with current controls) will reach the benchmark ratio by 2024/25.

The following will be the action plans for this year:

« Adopting the new asset management strategy;

« Updating and aligning the asset management
plans to the asset management strategy; and

+« Updating and preparing the LTFP for 2021/22-
2030/31 by incorporating the additional
depreciation of NIB stadium into the asset
sustainability ratio and revising strategies to
attain the benchmark ratio.

Department of Local Government Sport and Cultural
Industries is in the process of reviewing the current
local government ratios as part of the Local Govt Act
Reform and some of the benchmarks will be reviewed
to be aligned based on the size of the Local
Government.

February 2021:

Work has commenced on the LTFP and 4 year capital
works program and strategies on how to improve the
asset sustainability and operating surplus ratios is being
explored.
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EA 2020/12 (19) Responsible Officer: December 2021: 31 March 2021
Office of the Auditor General — Financial Audit — Periodic cleansing of the Executive Manager Financial Services A detailed process will be developed to ensure the
supplier masterfile Creditors master file will be reviewed. This will be
conducted every 6 months to ensure inactive, old,
Finding unused or duplicate creditors records are removed or
During our audit, we identified that there were several old and outdated supplier deactivated.
records. The City of Vincent does not have a formalised process to periodically
review its supplier master file to remove/deactivate old, unused or duplicate supplier February 2021
records. On track

The supplier master file is a comprehensive file in the financial system which stores
key information about suppliers for processing payments to suppliers, including
information on bank accounts and addresses.

Rating: Moderate

Implication

The presence of old and unused supplier records increases the risk of duplicate
records which also increases the risk of duplicate payments being made. It also
increases the risk of fraud, as the unused records can be modified and used to make
unauthorised payments.

Recommendation
Management should perform a periodic review of the supplier master file to
remove/deactivate inactive, old, unused or duplicate records.

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)
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EA 2020/12 (20) Responsible Officer: December 2020: 31 January 2021
Office of the Auditor General — Financial Audit — Timing of monthly Executive Manager Financial Services All monthly reconciliations are undertaken as part of
reconciliations preparing the month end financial statements.
However, due to a timing variance the reconciliation
Finding process will be reviewed and updated

During our audit, we identified many of the key reconciliations are prepared prior to
close off the sub modules which led to variances between the reconciled balances

within the trial balance used to prepare the financial statements. February 2021 Complete
All monthly general ledger reconciliation is now being

In addition we noted a number of inappropriate reconciling items included within the validated to the month end trial balance. This is being

Municipal bank account reconciliation at 30 June 2020, these were subsequently reviewed by the Financial Services Coordinator.

corrected during the audit process.

Rating: Moderate

Implication

Reconciliations are a key control for ensuring financial data is completely and
accurately reflected in the general ledger from which financial statements are
derived. The absence of a robust process by the City of Vincent over the
reconciliations on period end balances can result in errors or omissions remaining
undetected, leading to misstatements in the financial statements.

Recommendation

We recommend management review their current processes for monthly
reconciliations and ensure balances reconciled are those reported and reconciling
items are appropriate.

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)
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EA 2020/12 (21)
Office of the Auditor General — Financial Audit — Quotations - minimum
number not obtained

Finding
Council’s purchasing policy states that where the value of a purchase is between
$200 and $20,000, at least two written quotes must be obtained and recorded.

we identified 3 purchases in this range, out of a sample of 36, where there was
insufficient documentation to indicate that the requisite number of quotations had
been obtained.

Implication
If purchases are made without obtaining sufficient quotes, there is a risk of
favouritism of suppliers and not obtaining value for money.

Recommendation
i) For purchases below the tender threshold, quotes should be obtained, in
accordance with the City of Vincent's purchasing policy
i) If instances arise where it is impractical to obtain the requisite number of
quotations, the reasons should be recorded and attached to the purchase
order at the time of the purchase being made.

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)

During our expenditure testing, which included reviewing the procurement process,

Responsible Officer:

Executive Manager Financial Services

December 2020:

The following actions will be taken:

-The Procurement team will schedule training for
individual directorates to reinforce City's Procurement
Framework and Policy; and

-Ongoing procurement audits will be conducted to
ensure compliance.

February 2021

Procurement training has commenced for all
directorates. The additional resource in procurement
will be able to assist with the compliance audit. In the
process of finalising the recruitment for this role.

31 March 2021
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5.5 REVIEW OF OFFICE OF THE AUDITOR GENERAL AUDIT REPORT - WASTE MANAGEMENT
- SERVICE DELIVERY

Attachments: Nil
RECOMMENDATION:

That the Audit Committee recommends to Council that it:

1. RECEIVES the Western Australian Auditor General’s Report — Waste Management — Service
Delivery; and

2. NOTES the review of the Western Australian Auditor General’s (OAG) Report — Waste
Management — Service Delivery and actions recommended as detailed in this report.

COMMITTEE DECISION ITEM 5.5

Moved: Cr Gontaszewski, Seconded: Mr Piper
That the recommendation be adopted.

CARRIED UNANIMOUSLY (6-0)

For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil

(Cr Loden was an apology for this Iltem.)
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AUDIT COMMITTEE MINUTES 2 MARCH 2021

6 GENERAL BUSINESS
6.1 Contract Management

Cr Gontaszewski requested that a report analysing the City’s cumulative expenditure pursuant to contracts
procured through a tender process be provided to the 29 June 2021 Audit Committee meeting. This analysis
is to include the City’s general maintenance contract, and is to review the scope of these high risk / high
value contracts.

7 NEXT MEETING
4 May 2021
. Report on the non-structural risks associated with the City’s ageing sporting infrastructure assets

. External Audit (OAG) Entrance Meeting
. Review of Audit Log

. Review of Corporate Risk Register and updated Risk Management Policy

. Proposed Internal Audit Program

. Fraud Update and Emerging Issues — Governance, Risk and Compliance (if applicable)

. OAG Performance Audit and Other Audit / Best Practice Recommendations (if applicable)

29 June 2021

. Report analysing the City’s cumulative expenditure pursuant to contracts procured through a tender
process.
8 CLOSURE

There being no further business the meeting closed at 2.54pm.

These Minutes were confirmed at the 4 May 2021 meeting of the Audit Committee as a true and accurate
record of the Audit Committee meeting held on 2 March 2021

Signed: Mr Conley Manifis

C

Dated: 4 May 2021
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